Annex H

NUCLEAR, BIOLOGICAL, AND CHEMICAL DEFENSE

Chapter C-3   OPERATIONS

A. Purpose.  To provide guidance to commanders and specify procedures, reports, and defensive conditions the CTF will use in an NBC environment.  Nuclear, Biological and Chemical Defense (NBCD) Officers and/or NCOs serving joint staffs must maintain close working relationships with other staff planners with particular regard to operations, logistics, and medical planning efforts.  Planning is critical to successful NBCD operations.

B. Responsibilities

1. CCTF
a. Establish a Nuclear, Biological and Chemical Cell (NBCC).  The NBCC will consist of a minimum of four NBC defense personnel.

b. Require all CTF units to deploy with all authorized NBCD equipment when intelligence indicates the use of NBC agents is a possibility.

c. Establish the Mission Oriented Protective Posture (MOPP).  The Commander may leave the decision of MOPP level to the component commander, who may in turn decentralize the decision to the various area commanders or captains of their vessels.  Established minimum MOPP levels may not be lowered by subordinate commanders.

d. Direct CTF components to stock and positively control Current Medical Chemical Defensive Measures (MCDM) for deployment and immediate availability for individual issue in support of contingency deployments.

e. Control Nerve Agent Pretreatment Pyridostigmine Bromide (PB), an investigative medication which is only authorized for individual issue or use when specifically authorized by a CTF or Theater commander

2. CTF Component Commanders

a. Ensure all personnel are proficient in individual and unit NBC defense skills required to accomplish their respective missions in an NBC environment. 

b. Conduct training designed to ensure units can execute their mission essential tasks in an NBC environment.

c. Provide chemical defense equipment to units and individuals.  Ensure individuals and units have adequate stocks of protection, detection, and decontamination equipment.  Monitor equipment stocks to ensure they do not fall below minimum levels established by the CCTF.

d. Implement the Nuclear, Biological and Chemical Warning and Reporting System (NBCWRS) as outlined in service publications.

e. Provide NBC intelligence to higher, adjacent, subordinate, and attached units.

f. Develop and implement automatic procedures for the verification of enemy use of NBC.  Provide next higher headquarters with verification of enemy first use of NBC weapons in their AO.

g. Develop and implement NBC reconnaissance and detection plans.

h. Develop and implement NBC decontamination plans. 

i. Maintain a well-trained core of NBC defense specialists and service specific NBC defense infrastructure prepared to assist units to operate effectively in an NBC environment.

3. CTF NBC Defense Officer

a. Coordinate NBCD requirements for effective planning of operation plans (OPLANS) and force deployment planning for deployment of NBC forces.   

b. Implement the Nuclear, Biological and Chemical Warning and Reporting System (NBCWRS).

c. Develop and implement automatic procedures for verification of enemy use of NBC and verification of first use of NBC.

d. Establish the Radiological Operational Exposure Guidance (OEG) recommendation in conjunction with the CTF Surgeon or Medical Officer.  The NBCC will track unit OEG status and provide updates to the CTF Medical Officer.  The NBCC will make recommendations to minimize radiation exposure within mission parameters. 

e. Coordinate with the C2 to obtain a list of nuclear, biological, and chemical hazards to include nuclear power plants, research facilities, and chemical production facilities or hazards in the AOR.  Coordinate with the Force Protection Officers.

f. Publish a list of approved water sources for chemical decontamination.  If no natural water sources are available, plan for water support.

g. Monitor Aerial Ports of Embarkation (APOE), Surface Ports of Embarkation (SPOE), Aerial Ports of Embarkation (APOD), and Surface Ports of Embarkation (SPOD) continuously for enemy WMD employment and equipment.

h. Plan for decontamination of equipment or personnel at APOEs, SPOEs, APODs, and SPODs. 

i. Plan for adequate force deployment with the Deployment Management Cell (DMT) within the C5 Future Plans cell for the flow of NBCD personnel and equipment to support CTF operations where a credible enemy threat from weapons of mass destruction exists.  The plan must ensure force protection upon arrival and throughout the duration of the contingency.

j. Plan for adequate Chemical Defense Equipment (CDE) supply stocks.  Adequate fixed site NBCD measures, both passive and active, must be established and maintained to sustain logistics operations.

k. Plan medical support.  NBCD operations may require mass casualty support and decontamination measures.  Medical facilities are not staffed to decontaminate and must be augmented by supported units for the conduct of patient decontamination.  Establish positive control measures for the evacuation of contaminated casualties to preclude contamination at supporting medical facilities.

l. Plan alternate billeting arrangements at fixed sites not supported by collective protection.

m. Monitor collective protection facilities.

n. Obtain agent samples should the enemy employ WMD.

o. Maintain detailed record journals containing at minimum, unit locations and all initial positive detection and identification of NBC warfare agents.

p. Track unit locations chronologically to help determine NBC employment after the fact in the event low-level exposures do not trigger unit level NBC detection devices.

q. Record all initial positive identification of NBC agents and biological warfare symptoms.  Include the type of agent, location, time, unit, type of detection device, and disposition of samples.  Use NBC-6 reports per Chapter 9, Information Management, Reports Matrix.

r. Maintain records and computer tapes of all NBC agents detected. 

s. Establish positive control measures for routine logistics movements that cross through areas of NBC contamination.  Warn drivers and passengers; determine if vehicles or loads have been contaminated.

t. Establish positive control measures for aircraft departing the theater where WMD have been employed to preclude transfer of NBC agents out of theater.  Publish specific guidance on these control measures and acceptable levels of decontamination and verification methods.

u. Conduct NBC defense training and properly equip critical civilian contractor and/or host nation support personnel who may be exposed to contamination.

v. Evaluate potential effects of attacks on enemy WMD stockpiles upon friendly forces and/or civilian populations.

w. Plan for Biological/Toxin sampling.

x. Coordinate with subordinate units for trained and equipped personnel to obtain samples.

y. Request Technical Escort Unit (TEU) personnel to transport the sample to the appropriate facility as directed by the Commander, CTF.

C. Organization.  The CTF Nuclear, Biological, and Chemical Cell (NBCC) is a component of the CTF C3 and serves as the subject matter expert and advisor to the CCTF and Staff.  The NBCC consists of a designated staff officer and supporting staff.  If the CTF does not have trained NBC staff available, the CTF shall request personnel from the appropriate nation's NBC components / agencies.
D. Tasks, functions, and procedures

1. Component NBC defense personnel will:
a. Advise their Commanders and staff on all aspects of NBC operations.  

b. Provide input on all plans and orders.

c. Prepare, receive, collect, evaluate and distribute NBC reports.

(1) Provide Information Exchange Requirements to CTF Information Manager.   

(2) Submit Requests for Information (RFI).

2. CTF NBCC Functions:

a. Provide LNOs to the CPG cells (C5 Future Plans, C3 FOPS, and C3 COPS).

b. Provide LNOs to the CCC and the CMOC (critical for CTF operations).

c. Produce downwind predictions following the NBCWRS.

d. Coordinate with Logistics for Chemical Defense Equipment (CDE) resupply.

e. Coordinate with the CMO element for civilian consequence management.

f. Coordinate with the CTF Medical Officer.  

g. Provide Operational Exposure Guidance.

h. Conduct contaminated casualty handling

i. Coordinate Chemical Medical Defensive Measures

j. Coordinate with Engineers for operational support

k. Coordinate with Theatre Missile Defense.

l. Coordinate with Logistics for CDE

m. Coordinate with Intelligence


3. Nuclear Biological and Chemical Warning and Reporting System (NBCWRS): The NBC Threat warning and reporting system is employed by the Commander, CTF to provide component commanders with information to establish appropriate unit defense measures.  

4. The CTF C3 will establish the NBC THREATCON in coordination with the C2.  Once established, the THREATCON will be disseminated via C2 and C3 channels.

5. Actions associated with the THREATCON are recommended, not directive in nature.  They are based on current NBC defense doctrine but should be assessed in context of the unit’s mission and situation.

6. NBC THREATCONs are not synonymous with the Mission Oriented Protective Posture (MOPP) levels.  Threat is only one of the factors component or functional commanders must consider when determining the appropriate MOPP level.  The following chart describes the required equipment to be worn under the various MOPP levels.

	LEVEL

	Chemical Equipment
	O
	1
	2
	3
	4

	Overgarment
	Available
	Worn
	Worn
	Worn
	Worn

	Boots
	Available
	Carried
	Worn
	Worn
	Worn

	Mask
	Carried
	Carried
	Carried
	Worn
	Worn

	Gloves
	Available
	Carried
	Carried
	Carried
	Worn


7. To better judge an enemy’s intent, the CCTF will establish close relationships with nations supporting departments and agencies in the CTF AO.  Liaison personnel will be maintained with the CCC and the CMOC at all time for coalition and CMO coordination.  Networks will be established with diplomatic missions and country teams within the AO, as required.  These sources may provide valuable intelligence on the likelihood of enemy intent to introduce NBC weapons.

8. NBC Alarms and Warning System

a. The NBC Warning and Reporting System (NBCWRS) is the primary means of transmitting operational NBC reports.  A matrix outlining the flow of NBC reports is at Table 1.  Table 2 provides a guide to information contained in each line of these reports.

b. Enemy first use of NBC weapons will be transmitted using an initial NBC-1 report.  This report will be sent to the CTF using FLASH precedence.  Subsequent reports of NBC attacks will be transmitted in an NBC-2 or NBC-3 format using immediate precedence.  

c. The CTF NBCWRS is an area reporting system.  All units operating within the geographical confines of a major subordinate command’s area will expeditiously report NBC attacks through channels.  Once received, the component will forward the evaluated report to the CTF C3.  This does not preclude the requirement of the reporting unit notifying it’s next higher headquarters.

d. Units operating in another unit’s area, in support or nonaligned, must integrate into the NBCWRS of the unit exercising control of that area.  This does not preclude the requirement of higher headquarters notification.

e. Units located in the CTF rear area will report NBC activity through base and base cluster channels to the designated rear area operations center that will then forward the information to the CTF C3.

f. Evacuation of chemical agent casualties can spread contamination to clean medical treatment facilities.  Therefore, all casualties must be decontaminated as far forward as the situation permits IAW component doctrine.   

g. Medical pre-treatments and post-exposure drugs, i.e., nerve agent antidote kits (NAAK), convulsant antidote for nerve agent (CANA), Nerve Agent PB tablets.  Note: These assets can be issued to individuals in theater only upon approval of the Lead Nation NCA in coordination with participating nations NCAs.

9. Biological/Toxin sampling: 

a. To ensure the integrity of physiological samples, adherence to correct collection, handling and transporting procedures is essential.  The quality of any analytical evaluation is directly related to the quality of the specimen and degree of post-collection degradation that occurs prior to testing. 

b. Requests for biological sampling will be directed through the component staff to the CTF C3.  Requests will be coordinated with the medical community and chemical reconnaissance assets.  

c. Different agencies will perform the collection of samples depending upon the type of sample to be collected and the assets available to the Commander, CTF:    

d. Medical or health service support (HSS) personnel, supported by NBC reconnaissance personnel, will perform the collection of biomedical samples.   

e. Environmental sampling not involving humans or animals will be conducted by NBC reconnaissance personnel in accordance with service doctrine and unit standard operating procedures. 

f. Collecting units will transfer suspected CB samples through military intelligence channels to component medical officer.  

g. Components will transfer samples to the CTF designated CB transfer point for analysis or further retrograde to designated test and analysis sites for the MNF effort.

10. Chemical Unit Support.  When requirements for chemical decontamination, reconnaissance or large area smoke exceed the organic capability of components, a request for additional chemical unit support can be submitted to the CTF C3.  Because these operations have a great potential for affecting adjacent units, it is imperative their employment is closely coordinated among components.

E. Considerations

1. Component capabilities and equipment

2. Track exposed personnel ands equipment.

3. Coalition capabilities…civilian populace

4. Low level exposure and toxic industrial chemicals/materials

F. Planning Rhythm.  See CTF Battle Rhythm (Part B, Annex B).
1. Chemical Downwind Messages:  six-hour cycle

2. Effective Downwind Messages (when applicable):  twelve-hour cycle 

G. Reports.  Standard NBCWRS reports are directed following the Reports Matrix below.
1. NBC Strike Serial Numbers.  Components will assign a five-character code as the strike serial number to each NBC strike received.  The method for assigning these numbers is as follows: 

2. The first character identifies the component reporting the attack.  The letter A designates ARFOR, F denote AFFOR, M designates MARFOR and N denotes NAVFOR (to include the Coast Guard).  This character reflects the component in whose sector the attack took place vice the specific unit affected. These codes are for "service components".  The exact coding will have to be designated early on in the CTF activation process.   

3. The next three characters identify the sequential number of the attack against the component.  

4. The final character identifies the type of attack:  N for Nuclear, B for Biological and C for Chemical.  

5. For example, strike serial number A001C is the first chemical strike reported in the ARFOR sector.  
	REPORTS MATRIX

	REPORT TITLE
	SUBMITTED BY
	TRANSMIT TIME
	ACTION ADDRESSEE
	ADDITIONAL ADDRESSEE

	

	NBC – 1

(INITIAL)
	Observing Unit

See Note 1
	As Required
	CTF C3
	Higher

Adjacent

	
	
	
	
	

	NBC 2 – 6
	Subordinate Components
	As Required
	CTF C3
	Adjacent

	
	
	
	
	

	Chemical Downwind Message

Note 2
	Subordinate Components
	0500

1100

1700

2300
	MSC
	Adjacent

Subordinate

Commands



	
	
	
	
	

	Effective Downwind Message 

Note 2
	Components
	1100

2300
	MSC
	Adjacent Subordinate Commands

	
	
	
	
	

	Note 1 – Initial enemy attack only.  Use FLASH precedence and transmit to CTF J3

	Note 2 – Due to differences in local weather data, component weather officers will use local data generated 

by their weather office to prepare CDM and EDM.  A copy will be transmitted to the CTF J3 with the component 

NBC situation report.




Table F-1
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I. Appendixes

1. Appendix 1, Threat Conditions.

Appendix 1

THREAT CONDITIONS

Annex H - NUCLEAR, BIOLOGICAL, AND CHEMICAL DEFENSE

Chapter C-3 OPERATIONS

A. THREATCON White
1. Probability of attack: Negligible.   

2. Definition: The opposing force does not posses CB defense equipment, is not trained in CB defense or employment and does not posses the capability to employ CB agents or systems nor will they most probably gain access to CB agents.    

3. Enemy indicators: None.

4. Recommended actions: 

a. A deploying force would not necessarily have to carry their full complement of chemical defense equipment (CDE).  However, protective masks should be carried by ground forces and components should have a contingency plan to deploy and distribute their full complement of CDE if the situation warrants.  

b. Chemical personnel should constantly monitor threat indicators for any change in the enemy NBC status.  

B. THREATCON Green
1. Probability of attack:  Possible.   

2. Definition: The opposing force has an offensive CB capability, has received training in defense and employment techniques, but there are no indications of the use of CB weapons in the immediate future.  

3. Indicators:  There has been no overt NBC activity.  The enemy has a CB capability but weapons have not been dispersed or deployed.  

4. Recommended unit actions: 

a. Personnel carry their individual CDE and commanders have additional contingency CDE stockpiles identified readily available for distribution if the threat status should increase. 

b. Conduct refresher NBC training to include individual NBC common survival skills training, NBC team training, and unmasking procedures.

c. Activate the NBCWRS.  

d. Activate passive NBC defense measures. 

e. Identify decontamination sites, water sources, and civilian nuclear, biological and chemical hazards.  

f. Analyze CDE logistics requirements.  Submit requests for Host Nation Support if required.  

C. THREATCON Amber
1. Probability of attack: Probable.  

2. Definition:  The enemy is equipped and trained in NBC defense and employment techniques.  CB weapons and employment systems are readily available.  There are indicators the enemy will employ weapons in the immediate future in the CTF AO.  

a. The enemy has used CB weapons in theater outside the CTF AO.

b. CB munitions have been deployed to either field storage sites or firing sites. 

c. Enemy troops are wearing or carrying protective equipment.  

d. Enemy CB reconnaissance elements observed with conventional units.  

e. Enemy decontamination units observed with front line units.  

f. The opposing force use of meteorological radar associated with surface to surface missiles has been detected.  

3. Recommended unit actions: 

a. Deploy NBC detection device and alarms; initiate selective, periodic, or continuous monitoring.  

b. Integrate routine NBC reconnaissance assets into conventional reconnaissance plan.  

c. Rehearse decontamination procedures.

d. Analyze MOPP level and consider change based on current situation and mission.    

e. Intensify training; rehearse MOP gear exchange and automatic masking procedures. 

f. Cover vehicles, supplies and equipment to the fullest extent possible.  

g. Fill portable decontamination apparatuses and mount them on vehicles. 

h. Issue Class VIII medical supplies.  Begin taking PB tablets with CCTF’s approval.  

D. THREATCON Red  

1. Probability of attack: High. 

2. Definition:  There is a strong indication of imminent use of NBC weapons.  The opposing force possesses CB warfare agents and delivery systems.  In addition to those listed for THREATCON Amber, indicators may include: 

a. NBC weapons have been used within the CTF AO. 

b. Enemy observed providing NBC warning to its forces. 

c. Munitions delivered to firing units within range of friendly forces.  

3. In addition to those listed for THREATCON Amber, recommended unit actions include: 

a. Initiate continuous NBC monitoring.  

b. Begin operation of collective protective shelters and other systems.
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