Annex E

FORCE PROTECTION

Chapter C-3 OPERATIONS

A. Purpose.  Force Protection is an operational consideration for all assigned missions.  Every commander, regardless of echelon of command has an inherent responsibility for the security of personnel, facilities and assets of the command.  This annex is provided to the CTF commander as a guide for AT/FP in Multi-National operations.

B. Responsibilities

1. CCTF

a. Execute security and force protection responsibilities for all forces assigned to the CTF unless other command arrangements are made between participating nations…depending upon the tactical situation.

b. Coordinate force protection issues with the Supported Strategic Commander and the Host Nation government, as well as other participating nations as required.

c. Retain and exercise operational control OPCON or TACON for force protection matters of all forces deployed to support the CTF.  Execute inherent responsibilities of command for protection of forces placed under OPCON / TACON to the CTF unless other command arrangements are made between participating nations…depending upon the tactical situation.

Note:  If OPCON or TACON is not exercised over all forces due to a tailored command relationships arrangement – (See Part B of this SOP overview) then the specific force protection responsibilities need to be coordinated and agreed upon between participating nations.   This force protection agreement will be addressed in detail within the Lead Nation guidance and orders to the Supported Strategic Commander / Commander CTF (CCTF).  In such a situation, the Coalition Coordination Center (CC - Center) takes on an increased importance to thoroughly coordinate CTF force protection plans and issues. 

d. Appoint a Force Protection (FPO) Officer to his staff to oversee force protection.  This officer may come from the C3, Military Police, or MPAT and must been trained in some formal AT / FP training or have considerable experience within the AT / FP arena.

2. CTF C3 (Operations)

a. Plan and execute operational force protection .

b. Conduct Crisis and Consequence Management Planning (Example - planning for response to terrorist attacks).  

c. Allocate appropriate combat, combat support and combat service support and other services and agencies to protect the force against traditional and nontraditional threats.  NOTE – provide definition of combat, combat support and combat service support somewhere in the document!!

d. Mold the CTF AT/FP structure to fulfill the requirements of the assigned mission.  At the high end of Small Scale Contingency (SSC) the mission could require a Coalition/Combined Rear Area Operations structure within the Coalition/Combined Rear Area (CRA).  Advise the CCTF on the appointment of a Coalition/Combined Rear Area Coordinator (CRAC) if applicable to the operational mission.

3. CTF Force Protection Officer (CFPO) 

a. Serve as the principal FP special staff adviser to the CCTF.

b. Advise   the CCTF and staff on FP security matters.

c. Monitor all CTF operational developments to ensure FP planning and coordination are incorporated into all operational plans.  

d. Work closely with C2, C5 elements, and participating embassy officials to correlate intelligence with force protection.

e. Attend all commander and senior staff planning and decision sessions.

f. Establish the CTF Force Protection Cell to coordinate FP plans and operations among subordinate CTF components.

g. Chair the Force Protection Working Group.  Ensure this group meets weekly or as needed and is fully embedded in the CTF battle rhythm.

h. Advise the CTF command on Threat Levels and Force Protection Condition (FPCON).   See Appendix 2 

i. Recommend appropriate FPCON measures and random antiterrorism measures (RAMs) to the CTF Commander and ensure they are disseminated.   Random antiterrorism measures are additional force protection or security measures implemented randomly for the purpose of avoiding predictability.  

j. Monitor appropriate Threat Levels identified by CTF C2.  

k. Validate subordinate commands vulnerability assessments and assist with predeployment and/or deployment vulnerability assessments as appropriate.

l. Advise and apply measures to lessen the effects of Weapons of Mass Destruction (WMD) / Nuclear, Biological and Chemical (NBC).

m. Review host nation security arrangements.  Emphasize avoiding gaps in host nation and CTF security operations.  

n. Review and advise on appropriate Rules of Engagement and cultural issues.  

o. Supervise coalition Force Protection staff.

4. CTF Component Commanders

a. Appoint a CTF component-level force protection officer and staff.  This individual should have attended formal FP / AT training or be experienced within the FP / AT arena.

b. Assist and advise each nation's force protection officer (if appointed). 

c. Take appropriate measures to protect unit personnel against all threats and reduce their vulnerability to terrorist acts. 

d. Implement all CCTF required force protection measures.  Coordinate additional measures with CTF FPO.

C. Tasks, Functions, and Procedures 

1. Force Protection Cell membership

a. Intelligence

b. Counterintelligence

c. Representative from each participating component headquarters

d. C3 COPS staff member

e. CTF Force Protection Officer

f. Administrative assistant

2. Force Protection Cell Responsibilities

a. Keep CCTF apprised of important FP issues

b. Prepare decision packages for CCTF on changes to FPCONs or FPCON measures

c. Monitor intelligence and operations for issues or situations that may affect the CTF force protection posture

d. Assist and advise multinational force units in conducting force protection vulnerability assessments.  The CCTF may establish a vulnerability assessment team composed of appropriately trained/experienced subject matter experts (SME).  The CCTF will determine the component to accomplish the assessment when multiple services operate from the same location for units OPCON or TACON to the CTF.

e. The cell will brief all completed vulnerability assessments to the commander and keep copies of those completed assessments

f. Maintain a copy of all Rules of Engagement for the operation

g. Provide a representative to the ROE Working Group

h. Provide a representative to daily SITREP meetings

i. Ensure FP is part of the operations Battle Rhythm

j. Provide FP expertise and staff assistance to components when requested

k. Coordinate issues developed by the FP Working Group with appropriate staff elements

3. Force Protection Cell procedures

a. Prepare FP slide for daily SITREP briefing and other briefs as appropriate

b. Prepare FP related messages to higher or subordinate headquarters

c. Maintain a log of all actions taken by the FP cell

d. Coordinate all FP messages (both received and sent) for required coordination or action with components

e. Keep minutes of all meetings, issues raised, and action taken

f. Maintain copies of all FP related instructions promulgated by components or subordinate headquarters 

g. Maintain copies or web site identification/location of all appropriate reference material

h. Track vulnerability mitigation / solution implementation 

i. Prepare staff packages on Force Protection Working Group (FPWG) issues from non-MNF organizations

4. Force Protection Working Group (FPWG) membership

a. CTF FPO (Chair)

b. Counterintelligence

c. One representative from each major unit participating in the operation  

d. One representative from each CTF primary staff element (C1, C2, C3 (COPS) C4, C5, C6)

e. Defense Attaché or Regional Security Officer from participating nation's embassies

f. One representative from each IO / NGO (or one for all) active in the area  (the CMOC liaison officer can represent all of the IOs / NGOs based upon the situation and classified information levels within the FPWG

g. One liaison officer from the CCC will represent the coalition forces participating in the CTF that do not have the requisite classified information clearances for the FPWG

h. A representative from host nation police/security force, based upon the level of classified information discussed within the FPWG

5. Force Protection Working Group responsibilities

a. Provide FP information from the CCTF and staff to parent staffs, units, and organizations 

b. Identify FP issues and possible solutions

c. Informally coordinate FP action (where possible) between attending organizations but formally document these actions

d. Initiate formal coordination of FP issues

e. Develop positions on FP issues (changes to FPCONS, appropriate measures).  Ensure the CCTF knows who can support a particular course of action, risks involved, available options

f. Identify issues/concerns from non-MNF organizations that have FP implications 

6. Force Protection Working Group Procedures

a. Meet weekly or as needed

b. Review and update current force protection posture (FPCONS, measures), threats, country brief (prepared by C5 or embassies of nations supporting CTF operations)

c. Discuss changes, recommendations

d. Identify solutions/considerations for FP issues to CCTF 

e. Complete meeting minutes for distribution to FPWG members and CTF and component staffs

f. The FPWG may be called together in whole or in part to consider or work a particular issue with the FP cell that requires immediate action 

g. All FPWG members should provide contact information to the FP cell 

7. See Appendix 1, CTF Predeployment Antiterrorism and Force Protection Planning Requirements

8. See Appendix 2, CTF FPCON for a list of recommended measures.  These measures may be supplemented based on mission, situation, threat, and forces involved.

D. Considerations  

1. Force Protection must be a factor in all planning considerations.  This is particularly important in operations other than war when threat awareness and planning may not be complete.

2. Force Protection is a command responsibility but must be coordinated at the CTF level.

3. The Rules of Engagement (ROE) must be briefed and learned prior or en route to deployment.  Force Protection must be a consideration in any modifications to the ROE.

4. In multinational operations, Force Protection priorities and implementation may be different among the other countries forces. 

5. Commanders and Force Protection Officers at all levels should consider the physical security of buildings, personnel, perimeters, routes, Lines of Communications (LOCs), remote sites and other critical infrastructure when preparing their AF/FP Plans.

6. Special protection may be warranted for high-risk personnel or those in high-risk billets, such as the CCTF and prominent political figures.

7. Protection of non-MNF personnel (IO/NGO) should be considered.

8. Commanders should designate the responsibility for vetting non-military personnel, such as local contractors to ensure they are identified, cleared and given the appropriate level of access to CTF facilities.

9. Prior to constructing new buildings to be used by the CTF, AT/FP measures should be considered

10. Local, national, and international laws should be considered prior to implementing AF/FP measures.

E. Planning Rhythm

1. Force protection planning begins when the CTF is established and parallels planning for the rest of the staff. 

2. All planning should be coordinated through the CTF Coalition Planning Group.

F. Reports.  The CCTF should establish criteria and procedures for reporting Force Protection information within the CTF and higher organizations.

G. Appendixes
1. Appendix 1, CTF PREDEPLOYMENT ANTITERRORISM AND FORCE PROTECTION PLANNING REQUIREMENTS for training requirements for deploying CTF forces.

2. Appendix 2, CTF FPCON for a list of recommended FPCON measures.  These measures may be supplemented based on mission, situation, threat, and forces involved.

3. Appendix 3, ANTITERRORIST AND FORCE PROTECTION CHECKLIST

Appendix 1

CTF PREDEPLOYMENT ANTITERRORISM AND FORCE PROTECTION PLANNING REQUIREMENTS
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Chapter C-3   OPERATIONS

A. General

1. This appendix provides guidance and establishes antiterrorism and force protection (AT / FP) planning responsibilities for all CTF personnel deploying or traveling in support of CTF operations.  All personnel that will be assigned to the CTF (OPCON / TACON) or will be supporting the CTF within the CTF Area of Operations (AO) or transiting the CTF AO  should comply with this appendix.

2. Due to the changing nature of the terrorist threat in Asia-Pacific, "ONGOING" AT/FP planning, training, and equipment requirements by nations involved in the Multinational Planning Augmentation Team program are critical to mission success.  AT/FP must be an integral part of the mission planning and execution by all MNF nations, not an afterthought.  The requirements for exercises and operations are very similar, except exercises usually have a longer planning process.  This appendix provides general guidance to units augmenting a CTF. 

B. AT / FP Responsibilities

1. The Lead Nation National Command Authority (NCA) (or equivalent) and the Supported Strategic Commander should develop AT / FP guidelines for deploying forces and prepare an AT / FP training and briefing package if time allows.  This training and briefing package should be presented to all forces deploying to the CTF AO.

2. Each nation deploying will designate an Antiterrorism/Force Protection (AT / FP) Officer (FPO) for the CTF operation and ensure that applicable AT / FP training and briefings are given to all deploying personnel.

3. Whenever possible, AT / FP officers / NCOs should  deploy early (preferably in any advance party deployments) into the CTF AO. Their AT / FP duties during this stage are to provide their governments with assessments and feedback on any special AT / FP training or deployment requirements (i.e. training and / or forces requirements).

4. For deployments smaller than battalion or squadron, a qualified individual will be appointed to complete AT / FP requirements.

C. Operational AT / FP Planning Process

1. Factor AT / FP into the CTF planning process from the beginning.  AT / FP guidance must appear in all Warning, Planning, Alert, Deployment, or Execute Orders (see Chapter C5 for Crisis Action Planning process and planning products).

2. Unit commanders must ensure proper AT / FP planning and execution.  Specific planning varies with each operation, but the following represent basic issues to consider each time:

a. Do not assume existing or host units at the site automatically provide AT / FP.

b. Do not assume host nation will provide adequate security.  Deploying CTF units may have to bring security forces or equipment, and must take this into account when planning lift and support requirements.

c. Factor AT / FP requirements into Force Deployment planning.  Lift requirements and timing of AT / FP assets arrival may impact adversely on mission capability if not carefully planned.

d. Host nation restrictions and sensitivities may limit force protection options, requiring close coordination with the respective MNF nations' embassy personnel, host nations, and CTF staff / Supported Strategic Commander staffs.

e. Whenever possible, conduct a pre-deployment CTF/component vulnerability assessment. The vulnerability assessment scope will vary based on the threat, type of mission, length of deployment, etc.  This assessment will assist commanders in updating CTF AO specific training and in obtaining necessary physical security materials and equipment.

Appendix 2

CTF FORCE PROTECTION CONDITION MEASURES
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Force Protection Condition (DEFCON) Definitions (SECDEF Msg 071522Z Sep 01)

FPCON Normal applies when a general global threat of possible terrorist activity exists and warrants a routine security posture. 

FPCON Alfa applies when there is an increased general threat of possible terrorist activity against personnel or facilities, the nature and extent of which are unpredictable.  ALFA measures must be capable of being maintained indefinitely.

FPCON Bravo applies when an increased or more predictable threat of terrorist activity exists.  Sustaining Bravo measures for a prolonged period may affect operational capability and impact relations with local authorities.

FPCON Charlie applies when an incident occurs or intelligence is received indicating that some form of terrorist action or targeting against personnel or facilities is likely.  Implementation of Charlie measures will create hardship and affect the activities of the unit and its personnel.

FPCON Delta applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is imminent.  Normally, this FPCON is declared as a localized condition.  FPCON Delta measures are not intended to be sustained for substantial periods.

Sources for measures:

DOD2000.12-H, Oct ’00:  Basic, Shipboard, Noncombatant Shipboard, and Aviation Facility measures

USCINCPAC OPORD 5050-99:  Deployed Unit and Traveler measures

A. FPCON Alfa Measures

1. Basic FPCON Alfa Measures 

a. At regular intervals, remind all personnel and dependents to be suspicious and inquisitive about strangers, particularly those carrying suitcases or other containers.  Watch for unidentified on or in the vicinity of U.S. installations. Watch for abandoned parcels or suitcases and any unusual activity.

b. The duty officer or personnel with access to building plans as well as the plans for area evacuations must be available at all times.  Key personnel should be able to seal off an area immediately.  Key personnel required to implement security plans should be on call and readily available.
c. Secure buildings, rooms, & storage areas not in regular use.
d. Increase security spot checks of vehicles and persons entering the installation and unclassified areas under the jurisdiction of the United States.
e. Limit access points for vehicles and personnel commensurate with a reasonable flow of traffic.
f. As a deterrent apply measures 14, 15, 17, or 18 from FPCON Bravo, either individually or in combination with each other.
g. Review all plans, orders, personnel details, and logistic requirements related to the introduction of higher FPCONs.
h. Review and implement security measures for high-risk personnel as appropriate.
i. As appropriate, consult local authorities on the threat and mutual antiterrorism measures.

2. Shipboard FPCON Alfa Measures 

a. Brief crew on port specific threat, security/force protection plan, & security precautions to be taken while ashore.  Ensure all hands are knowledgeable of various FPCON requirements & that they understand their role in implementation of measures.

b. Muster and brief security personnel on the threat and rules of engagement.

c. Review security plans and keep them available.  Keep key personnel who may be needed to implement security measures on call. 

d. Secure and periodically inspect spaces not in use.

e. Remind all personnel to be suspicious & inquisitive of strangers, be alert for abandoned parcels or suitcases and for unattended vehicles in the vicinity.  Report unusual activities to the OOD.

f. Review pier and shipboard access control procedures.

g. Ensure sentries, roving patrols and the quarterdeck watch have the ability to communicate.

h. Coordinate pier/fleet landing security requirements with Senior Officer Present Afloat, collocated forces, and/or local authorities.  Identify anticipated needs for mutual support and define methods of activation and communication.

i. When in a non-U.S. navy controlled port, deploy barriers to keep vehicles away from the ship if possible (100 feet in U.S. ports and 400 feet outside U.S. are minimum stand-off distances).

j. Randomly inspect vehicles entering pier.

k. Randomly inspect hand carried items and packages before they are brought aboard.

l. Regulate shipboard lighting to best meet the threat environment.

m. When in a non-U.S. government controlled port, rig hawsepipe covers and rat guards on lines, cables and hoses. Consider using an anchor collar.

n. When in a non-U.S. government controlled port, raise accommodation ladders, stern gates, ladders, etc. when not in use.

o. Increase frequency of security drills.

p. Review individual actions in FPCON Bravo for possible implementation.

3. Noncombatant Shipboard FPCON Alfa Measures 

a. Brief crew on the port specific threat, the security/ force protection plan, and security precautions to be taken while ashore, ensure all hands are knowledgeable of various FPCON requirements and that they understand their role in implementation of measures.

b. Muster and brief security personnel on the threat and rules of engagement. 

c. Review security plans and keep them available. Whenever possible retain key personnel who may be needed to implement security measures on call. 

d. Secure and periodically inspect spaces not in use.

e. Remind all personnel to be suspicious and inquisitive of strangers, be alert for abandoned parcels or suitcases and for unattended vehicles in the vicinity.  Report unusual activities to the master or mate on watch.

f. Review pier and shipboard access control procedures.

g. Ensure mate on watch, roving patrols and the gangway watch have the ability to communicate with one another.

h. Coordinate pier/fleet landing security requirements with SOPA, collocated forces, and/or husbanding agent.  Identify anticipated needs for mutual support and define methods of implementation and communication.

i. When in a non-U.S. government controlled port, request husbanding agent arrange and deploy barriers to keep vehicles away from ship, if possible (100 feet in U.S. and 400 feet outside U.S. are minimum stand-off distances).

j. Randomly inspect hand carried items and packages before they are brought aboard.

k. Regulate shipboard lighting to best meet the threat environment.

l. When in a non-U.S. government controlled port, rig hawsepipe covers and rat guards on lines, cables and hoses. Consider using an anchor collar.

m. When in a non-U.S. government controlled port, raise accommodation ladders, stern ramp ladders, etc. when no watchstander is posted.

n. Increase frequency of security drills while in port.

o. Review individual actions in FPCON Bravo for possible implementation.

4. Aviation Facility FPCONs Alfa and Bravo Measures 

a. Brief all personnel on threat, especially pilots, ground support crews, and air traffic controllers.

b. Inform local police of the threat.  Coordinate plans to safeguard aircraft flight paths into and out of air stations.

c. Ensure duty officers are always available by telephone.

d. Prepare to activate contingency plans and issue detailed air traffic control procedures if appropriate.

e. Be prepared to receive and direct aircraft from other stations.

f. Perform thorough and regular inspection of areas within the perimeter from which attacks on aircraft can be made.

g. Take action to ensure no extremists armed with surface-to-air missiles can operate against aircraft within the perimeter.

h. Establish checkpoints at all entrances and inspect all passes and permits.  Identify documents of individuals entering the area—no exceptions. 

i. Search all vehicles, briefcases, packages, etc. entering the area.

j. Erect barriers around potential targets if at all possible.

k. Maintain fire fighting equipment and conduct practice drills.

l. Hold practice alerts within the perimeter.

m. Conduct, with local police, regular inspections of the perimeter–especially the area adjacent to the flight paths.

n. Advise the local police of any areas outside the perimeter where attacks could be mounted and which cannot be avoided by aircraft on takeoff or landing.

o. Advise aircrews to report any unusual activity near approach and overshoot areas.

5. Deployed Unit FPCON Alfa Measures

a. Brief all deployed personnel on the current threat condition and reason for implementation of higher FPCON.  Review those antiterrorism measures enacted to increase security.

b. Review unit-level terrorism awareness training.

c. Test radio and telephone communications monthly.

d. Increase liaison with local agencies via established chains of command to assist in monitoring potential threats.  Notify local law enforcement if security measures could impact on their operations.

e. As a deterrent, randomly use trained explosive ordnance detection dog (EODD) teams, if available.

f. Advise all personnel of and to avoid high-risk areas and be cautious when mingling with crowds.

6. Traveler FPCON Alfa Measures

a. Obtain and follow measures the local commander or COM implements to increase security.  Review AT awareness procedures.

b. Maintain regular contact with the embassy RSO or nearest U.S. security agency/element, and/or local HN security elements, as well as the home station.

c. Review your emergency action plan.  Ensure all persons in party are familiar with the plan.

d. Confirm/identify protected and/or safe areas you can rapidly move to prior/during an incident.

e. Increase liaison with any available security agency (hotel, residential, etc.).  Notify security agencies if security measures could impact their operations. 

B. FPCON Bravo Measures

1. Basic FPCON Bravo Measures 

a. Repeat measure 1 and warn personnel of any other potential form of terrorist attack.
b. Keep all personnel involved in implementing antiterrorist contingency plans on call.
c. Check plans for implementation of the next FPCON.
d. Move cars and objects (e.g., crates, trash containers) at least 25 meters from buildings, particularly buildings of a sensitive or prestigious nature.  Consider centralized parking.
e. Secure and regularly inspect all buildings, rooms, and storage areas not in regular use.
f. At the beginning and end of each workday, as well as at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious packages.
g. Examine mail (above the regular examination process) for letter or parcel bombs.
h. Check all deliveries to messes, clubs, etc.  Advise dependents to check home deliveries.
i. Increase surveillance of domestic accommodations, schools, messes, clubs, and other soft targets to improve deterrence and defense and to build confidence among staff and dependents.
j. Make staff and dependents aware of the general situation in order to stop rumors and prevent unnecessary alarm.
k. At an early stage, inform members of local security committees of actions being taken. Explain reasons for actions.
l. Physically inspect visitors and randomly inspect their suitcases, parcels, and other containers.  Ensure that proper dignity is maintained and, if possible, ensure that female visitors are inspected only by a female qualified to conduct physical inspections.
m. Operate random patrols to check vehicles, people, and buildings.
n. Protect off-base military personnel and military vehicles in accordance with prepared plans. Remind drivers to lock vehicles and check vehicles before entering or exiting the vehicle.
o. Implement additional security measures for high-risk personnel as appropriate.
p. Brief personnel who may augment guard forces on the use of deadly force.  Ensure that there is no misunderstanding of these instructions.
q. As appropriate, consult local authorities on the threat and mutual antiterrorism measures.

2. Shipboard FPCON Bravo Measures 

a. Maintain appropriate FPCON ALFA measures.

b. Set Material Condition YOKE, main deck and below.

c. Consistent with local rules, regulations, and/or the status of forces agreement, post pier sentries (armed at CO discretion), as necessary.

d. Restrict vehicle access to the pier.  Discontinue parking on the pier.  Consistent with local rules, regulations, and/or the status of forces agreement, establish unloading zone(s) and move all containers as far away from the ship as possible (recommend 100 feet in the U.S., 400 feet outside the U.S. as minimum stand-off distances).

e. Consistent with local rules, regulations, and/or the status of forces agreement, post additional watches (armed at CO discretion), as necessary.  If armed, local threat, environment and fields of fire should be considered when selecting weapons.

f. Post signs in local language that clearly defines visiting and loitering restrictions.

g. When in a non-U.S. government controlled port, identify and inspect workboats, ferries and commercially rented liberty craft at least daily on a random basis.

h. When in a non-U.S. government controlled port, direct liberty boats to make a security tour around the ship upon departing from and arriving at the ship with particular focus on the waterline, and under pilings when berthed at a pier.

i. Inspect all hand carried items, and packages before allowing them aboard.  Where available, use baggage scanners and walk through or hand held metal detectors to screen packages and personnel prior to boarding the ship.

j. Implement measures to keep unauthorized craft away from the ship.  Authorized craft should be carefully controlled. Coordinate with host nation/local port authority as necessary, and request their assistance in controlling unauthorized craft.

k. Raise accommodation ladders, etc., when not in use.  Clear ship of all unnecessary states, camels, barges, oil donuts, and lines. 

l. Review liberty policy in light of the threat and revise it, as necessary, to maintain safety and security of ship and crew. 

m. Conduct divisional quarters at foul weather parade.

n. Ensure an up-to-date list of bilingual personnel for area of operations.  Maintain warning tape in pilot house/quarterdeck, for use on the ship's announcing system that warns small craft to remain clear in both the local language and English.

o. If not already armed, arm the quarterdeck watch.

p. If not already armed, arm the sounding and security patrol.

q. Review procedures for expedient issue of firearms and ammunition to the shipboard self-defense force (SSDF) and other members of the crew, as deemed necessary by the CO.

r. Test internal and external communications.  Include connectivity checks with local agencies/authorities that will be expected to provide support, if required.

s. Instruct watches to conduct frequent, random searches of pier to include pilings and access points.

t. Conduct visual inspections of the ship’s hull and ships boats at intermittent intervals and immediately before it’s put to sea.

u. Hoist ships boats aboard when not in use.

v. Terminate all public visits.  In U.S. navy controlled ports hosted visits (family, friends, small groups sponsored by the ship) may continue at the CO’s discretion.

w. After working hours, reduce entry points to ship’s interior by securing infrequently used entrances. Safety requirements must be considered.

x. In non-U.S. government controlled ports, remove one brow if two are rigged.

y. In non-U.S. government controlled ports, maintain capability to get underway on short notice or as specified by SOPA.

z. In non-U.S. government controlled ports, consider layout of fire hoses.  Brief designated personnel on procedures for repelling boarders, small boats, and ultra-light aircraft.

aa. Where applicable, obstruct possible helicopter landing areas.

ab. Where possible, monitor local communications (ship to ship, TV, radio, police scanners, etc.).

ac. Inform local authorities of actions being taken as FPCON increases.

ad. Review individual actions in FPCON Charlie for possible implementation.

3. Noncombatant Shipboard FPCON Bravo Measures 

a. Maintain appropriate FPCON ALFA measures.

b. Secure all watertight doors & hatches main deck & below.

c. Post pier sentries (armed at master’s discretion), as necessary.

d. Restrict vehicle access to the pier.  Discontinue parking on the pier.  Consistent with local rules, regulations, and/or the status of forces agreement, establish unloading zone(s) and move all containers as far away from the ship as possible (recommend 100 feet in the U.S. and 400 feet outside U.S. as minimum stand-off distances). 

e. Post additional watches (armed at master’s discretion), as necessary.

f. Post signs in local language that clearly defines visiting and loitering restrictions.

g. When in a non-U.S. government controlled port, identify and randomly inspect authorized watercraft daily, (i.e., workboats, ferries and liberty launches).

h. When in a non-U.S. government controlled port, direct liberty launches to make a security tour around the ship upon departing from and arriving at the ship with particular focus on the waterline.

i. Inspect all hand carried items and packages before allowing them on board.  Where available, use baggage scanners and walk through or hand held metal detectors to screen packages and personnel prior to boarding the ship.

j. Implement measures to keep unauthorized craft away from ship.  Coordinate with husbanding agent and port authority, as necessary.

k. Clear ship of all unnecessary stages, camels, barges, oil donuts, and lines. 

l. Review liberty policy in light of the threat and revise it as necessary to maintain safety and security of ship and crew.

m. Provide watchstanders daily threat updates.

n. Master maintains a crew listing of all bilingual personnel for the area of operations.  Ensure a warning tape or other suitable media is on the bridge that warns small craft to remain clear of ship.  Warning should be in the local language & English.  Maintain capability to broadcast warning on an announcing system.

o. Arm the gangway or mate on watch (at master’s discretion).

p. Review procedures for expedient issue of firearms & ammunition to the reaction force as deemed necessary by the master.

q. Test internal and external communications.  Include connectivity checks with local operational commander and authorities that will be expected to provide support, if required.

r. Instruct watches to conduct frequent, random searches of pier to include pilings and access points.

s. Conduct visual inspections of the ship’s hull and ships boats at intermittent intervals and immediately before getting underway.

t. Hoist ship’s boats aboard when not in use.

u. Terminate all public visits.  In U.S. government controlled ports hosted visits (family, friends, small groups sponsored by the ship) may continue at the master’s discretion.

v. After working hours, reduce entry to ships interior by securing infrequently used entrances.

w. In non-U.S. government controlled ports, use only one gangway to access ship.

x. In non-U.S. government controlled ports, maintain capability to get underway on short notice or as specified by SOPA.

y. In non-U.S. government controlled ports, consider layout of fire hoses.  Brief crew on procedures for repelling boarders, small boats, and ultra-light aircraft.

z. Where applicable, obstruct possible helicopter landing areas.

aa. Where possible, monitor local communications (ship to ship, TV, radio, police scanners, etc.).

ab. Inform local authorities of actions being taken as FPCON increases.

ac. Review individual actions in FPCON Charlie for possible implementation.

4. Deployed Unit FPCON Bravo Measures

a. Establish an operations watch/center to handle force protection, including handling security posts, reaction forces and responses to attack.

b. Ensure all guard posts are manned by at least two personnel and are armed with individual weapon and basic load.

c. Provide for an armed reaction force.

d. Notify local law enforcement concerning FPCON Charlie and Delta security measures that could impact on their operations.

e. Brief command representatives of all units and activities at the deployment site concerning the threat and security measures implemented in response to the threat. Implement procedures to provide periodic updates for these unit and activity representatives.

f. Periodically exercise antiterrorism contingency plans & drills.

g. Test radio and telephone communications weekly.

h. Conduct identity checks of all personnel entering secure areas and other sensitive activities.  Increase the frequency of random identity checks of personnel at the deployment site.

i. Establish concentric zones of security. Assign sectors of responsibility to units to defend during an attack.

j. Ensure personnel traveling away from the deployment site leave at least one individual to protect and secure vehicles in unsecured areas.  Implement a convoy security plan for all vehicles leaving the deployment site.

k. Implement the buddy rule for all personnel departing the deployment location.  Review unit liberty policy and revise it as necessary to enhance force protection. 

l. Implement the buddy rule for all personnel on liberty.

5. Traveler FPCON Bravo Measures

a. Cease wearing U.S. military uniforms in non-secure areas.

b. Do not travel with easily identifiable military luggage (i.e. duffel bags, B-4 bags) or military tags or organizational identification.

c. Follow the “buddy rule” for all movement.

d. Periodically exercise antiterrorism contingency plans & drills.

e. Routinely check your vehicle(s) for bombs.

f. Park your vehicle(s) in secure areas, not accessible to uncontrolled personnel.

g. Vary routines.

h. Conduct weekly telephone liaison with embassy regional security officer or nearest U.S. security agency/element, and/or local host nation security elements and home station.

i. Determine and avoid high-risk areas and be cautious of mingling with crowds.

C. FPCON Charlie Measures

1. Basic FPCON Charlie Measures 

a. Continue, or introduce, all measures listed in FPCON Bravo.
b. Keep all personnel responsible for implementing antiterrorist plans at their places of duty.
c. Limit access points to the absolute minimum.
d. Strictly enforce control of entry.  Randomly search vehicles.
e. Enforce centralized parking of vehicles away from sensitive buildings.
f. Issue weapons to guards.  Local orders should include specific orders on issue of ammunition.
g. Increase patrolling of the installation.
h. Protect all designated vulnerable points.  Give special attention to vulnerable points outside the military establishment.
i. Erect barriers and obstacles to control traffic flow.
j. Consult local authorities about closing public (and military) roads & facilities that might make sites more vulnerable to attacks.

2. Shipboard FPCON Charlie Measures

a. Maintain appropriate FPCON ALFA and Bravo measures.

b. Consider setting Material Condition Zebra, second deck and below.

c. Cancel liberty.  Execute emergency recall.

d. Be prepared to get underway on short notice.  If conditions warrant, request permission to sortie.

e. Block all vehicle access to the pier.

f. If the threat situation warrants, deploy picket boats to conduct patrols in the immediate vicinity of the ship.  Brief boat crews and arm with appropriate weapons considering the threat, the local environment, and fields of fire.

g. Coordinate with host nation/local port authority to a establish small boat exclusion zone.

h. Deploy the SSDF to protect command structure and augment posted watches.  Station the SSDF in positions that provide 360-degree coverage of the ship.

i. Energize radar and/or sonar, rotate screws and cycle rudder(s) at frequent and irregular intervals, as needed to assist in deterring, detecting or thwarting an attack.

j. Consider manning repair locker(s).  Be prepared to man one repair locker on short notice.  Ensure adequate lines of communication are established with damage control central.

k. If available and feasible, consider use of airborne assets as an observation/force protection platform.

l. If a threat of swimmer attack exists, activate an anti-swimmer watch.

m. In non-U.S. government controlled ports and if unable to get underway, consider requesting augmentation by the FLTCINC.

n. Review individual actions in FPCON Delta for implementation.

3. Noncombatant Shipboard FPCON Charlie Measures 

a. Maintain appropriate FPCON ALFA and Bravo measures.

b. Consider securing all access doors and hatches main deck and below.

c. Cancel liberty.  Execute emergency recall.

d. Prepare to get underway on short notice.  If conditions warrant, request permission to get underway.

e. Request armed security augmentation force from FLTCINC.

f. Coordinate with husbanding agent and/or local authorities to establish small boat exclusion zone around ship.

g. Energize radar and/or sonar, rotate screws and cycle rudder(s) at frequent and irregular intervals, as needed to assist in deterring, detecting or thwarting an attack.

h. Consider manning repair lockers.  Be prepared to man one repair locker on short notice.  Ensure adequate lines of communication are established with damage control central or equivalent location.

i. If a threat of swimmer attack exists, activate an anti-swimmer watch.

j. Review individual actions in FPCON Delta for implementation.

4. Aviation Facility FPCON Charlie Measures 

a. Brief all personnel on the increased threat.

b. Inform local police of increased threat.

c. Coordinate with the local police on any precautionary measures taken outside the airfield’s perimeters.

d. Implement appropriate flying countermeasures specified in SOPs when directed by air traffic controllers.

e. Inspect all vehicles and buildings on a regular basis.

f. Detail additional guard to be on call at short notice and consider augmenting firefighting details. 

g. Carry out random patrols within the airfield perimeter and maintain continuous observation of approach and overshoot areas.

h. Reduce flying to essential operational flights only.  Cease circuit flying if appropriate.

i. Escort all visitors.

j. Close relief landing grounds where appropriate.

k. Check airfield diversion state.

l. Be prepared to react to requests for assistance.

m. Provide troops to assist local police in searching for terrorists on approaches outside the perimeter of military airfields.

5. Deployed Unit FPCON Charlie Measures

a. Units will not deploy/travel into an area at FPCON Charlie or above unless the mission is deemed essential.

b. Units deploying to an area at FPCON Charlie will deploy with military police or other elements trained in terrorism counteraction. 

c. Implement a two-vehicle rule for all vehicles exiting secured areas.

d. Put reaction force on 15-minute standby.

e. Provide ammunition for all armed personnel. Load weapons at the commander’s discretion.

f. Request host nation law enforcement/ security forces to augment/reinforce security forces.

g. Request host nation law enforcement to provide additional security for vehicles traveling away from the deployment site.

h. Conduct identity checks of all personnel entering the deployment site.  Conduct detailed vehicle inspections (trunk, undercarriage, glove boxes, etc.) of all vehicles and interior inspections of all containers and packages.

i. Implement centralized parking for all vehicles.  Park vehicles at least 100 meters away from sensitive areas.  Implement a shuttle service if required.

j. If available, employ antiterrorism security devices, including ground surveillance radar, bomb detection devices, thermal imaging systems, etc.

k. Based on the threat, construct blast/defensive bunkers/positions to protect personnel in threatened areas.

l. Cancel all official social events. Advise all personnel to severely limit social activities. Place all high-risk areas off limits.

m. Cancel unit liberty.

6. Traveler FPCON Charlie Measures

a. Determine the nature of the imminent threat.

b. Individuals will not travel into an area at FPCON Charlie or above unless the mission is deemed essential.  If an area is placed at FPCON Charlie, contact your commands to determine if they are considering withdrawing you or your party.

c. Security personnel, trained in terrorism counteraction, will accompany large or high-risk groups traveling to an area at FPCON Charlie.

d. Coordinate with host nation law enforcement/ military to provide security when traveling away from secured areas.  Request host nation law enforcement and/or security forces provide and/or reinforce your protection detail.

e. Conduct daily telephone liaison with embassy regional security officer or nearest U.S. security agency/element, and/or local host nation security elements and home station.

f. Treat all mail packages as potential bombs. Conduct limited inspections for explosive or incendiary devices, or other dangerous items.

g. Cancel all official social events.  Severely limit social activities.  Do not visit high-risk areas.

h. Liberty and/or passes are cancelled.

i. Cease wearing U.S. military uniforms.

D. FPCON Delta Measures

1. Basic FPCON Delta Measures 

a. Continue, or introduce, all measures listed for FPCONs Bravo and Charlie.
b. Augment guards as necessary.
c. Identify all vehicles in operational or mission-support areas.
d. Search all vehicles and their contents before allowing entrance to the installation.
e. Control access and implement positive identification of all personnel--no exceptions.
f. Search all suitcases, briefcases, packages, etc., brought into the installation.
g. Control access to all areas under the jurisdiction of the United States.
h. Make frequent checks of the exterior of buildings and of parking areas.
i. Minimize all administrative journeys and visits.
j. Coordinate the possible closing of public and military roads and facilities with local authorities.

2. Shipboard FPCON Delta Measures

a. Maintain appropriate FPCON ALFA, Bravo, and Charlie measures.

b. Permit only necessary personnel topside.

c. If possible, cancel port visit and get underway.

d. Employ all necessary weaponry to defend against attack.

3. Noncombatant Shipboard FPCON Delta Measures 

a. Maintain appropriate FPCON ALFA, Bravo, and Charlie measures.

b. If possible, cancel port visit and get underway.

c. Employ all necessary weaponry to defend against attack.

4. Aviation Facility FPCON Delta Measures 

a. Brief all personnel on the very high levels of threat.

b. Inform local police of the increased threat.

c. Cease all flying except for specifically authorized operational sorties.

d. Implement, if necessary, appropriate flying countermeasures.

e. Be prepared to accept aircraft diverted from other stations.

f. Be prepared to deploy light aircraft and helicopters for surveillance tasks or to move internal security forces.

g. Close military roads allowing access to the airbase.

5. Deployed Unit FPCON Delta Measures

a. Move personnel to blast/defensive bunkers.

b. As feasible, arm all available personnel.

c. Augment guard forces to ensure positive control and fires over the entire deployment site.

d. Frequently inspect outlying areas or exteriors of facilities and parking areas.

6. Traveler FPCON Delta Measures

a. Move to a protected area.

b. Treat all unidentified vehicles & containers as potential bombs.

c. Minimize, cancel or delay all non-essential movement.

d. Conduct hourly telephone liaison with embassy regional security officer or nearest U.S. security agency/element, and/or local host nation security elements and home station.

e. Cancel all social activities.

Appendix 3

ANTITERRORIST AND FORCE PROTECTION CHECKLIST

Annex E FORCE PROTECTION

Chapter C-3 OPERATIONS

A. Combating Terrorism Checklist for Commanders.  This checklist is provided to assist commanders perform an initial self-diagnosis of the organization's combating terrorism and/or antiterrorism programs.

1. What sources of threat intelligence or other threat information are available? (C2/CI)

2. Does the CTF exchange information with local enforcement agencies? (C3/PMO)

3. Has a threat vulnerability analysis been conducted? When? (C3/CI/Engineer)

4. Was an effort made to correct deficiencies noted? C3/Engineer/C4)

5. Is there an installation threat committee or physical security council? Who chairs it? (Membership, duties/responsibilities?)

6. Who sits on it?  How often does it meet? (COS/SSEC/DepCCTF/C3)

7. Has an installation threat statement been developed?  If so, what critical facilities have been identified? What additional protection has been specified for these facilities? (C3)

8. Is there an operations security or OPSEC committee? (DepCCTF/C3) (SAME)

9. Has an Essential Elements of Friendly Information (EEFI) list been developed and distributed to all installation personnel? (Dep CCTF/Directorates)

10. Are there personnel who require a personal security detail assigned? (C3/PMO/CI)

11. Do VIP drivers receive training in evasive driving? (C4/C3)

12. Is there a program to educate and increase the awareness of the general installation population with regard to the threat? (PA/C3/CI)

13. Is there a physical security plan? What intrusion detection, lighting, and barrier systems does it include? Does it contain a list of mission

14. Essential vulnerable areas? (C3/Engineer)

15. Is there a crisis management operation plan? Who developed it? (COS/DepCCTF/C3)

16. Does the crisis operation plan address the following issues:

a. Threat levels?

b. Enhancement of security?

c. Decisionmaking authority?

d. Coordination with other national and local law enforcement agencies?

e. Establishment of communications nets?

f. Activation of required resources?

g. Reporting and notification to higher headquarters and other appropriate agencies?

h. Public affairs and community relations?

i. Use of internal and external "thinktank" resources for planning, training, and exercising the plan?

j. Preparation for prolonged incidents? (Definition?)

k. Preparation of an After Action Report?

17. Is the plan reviewed periodically? Is it exercised? (COS/SSEC/J3)

18. Is there a crisis management team?  How is it organized?  How does it train?  How is it evaluated?  When was it last evaluated? (COS/SSEC/C3)

19. Is there a crisis management force?  How is it organized?  How does it train?  How is it evaluated?  Who is in charge? (PM/C3/Security Police/Security Forces/Security Officer)

20. Does the installation have a dedicated facility adjacent to or separately secured within the main administration building that can act as a crisis management center, emergency operations center, etc.?  Where is the facility located?  How is it activated?  Who makes decisions? What communications capabilities are installed in the facility? (COS/SSEC/C3)

21. Is there a copy of the current CTF memorandum of understanding on authority and jurisdiction available?  Are there copies of other documents outlining CTF policies and procedures to be followed in the event of emergencies on the installation or facility? (SJA)

22. Under what authorities can access to the facility or installation be restricted? What means exist to enforce such restrictions? (SJA/C3 /Engineer)

B. General Guidance for Individual Protective Measures.  Guidance for protective measures may include:

1. Overcome Routines

a. Vary your route to and from work, and the time you arrive and leave.

b. Exercise on a varying schedule, using different routes and distances, and not alone.

c. Avoid routines (times and locations) for shopping, lunch, etc.

d. Do not divulge family or personnel information to strangers.

e. Enter and exit buildings through different doors if possible.

2. Maintain a Low Profile. CTF personnel and contractors should dress and behave in public in a manner consistent with local customs. 

3. Be sensitive to changes in the security atmosphere

a. Be alert for surveillance attempts, or suspicious persons or activities, and report them to the proper authorities.

b. Watch for unexplained absences of local civilians as an early warning of possible terrorist actions.

c. Avoid public disputes or confrontations. Report any trouble to the proper authorities.

d. Do not divulge your home address, phone number, or family information.

e. Be prepared for unexpected events

(1) Know how to use the local phone system.  Always carry telephone change.

(2) Know the locations of civilian police, military police, government agencies,   friendly embassies, and other safe locations where you can find refuge or assistance.

(3) Know certain key phrases in the local language.  Such phrases as

(a) "I need a policeman."

(b) "Take me to a doctor."

(c) "Where is the hospital?”

(d) "Where is the police station?"

(4) Set up simple signal systems that can alert associates that there is danger.  Do not share this information with anyone not involved in the signal system.

C. Crisis Management Plan Checklist.  The following checklist identifies items that should be considered for inclusion in the crisis management plan prepared for each unit, activity, installation, or organization as appropriate.

1. Intelligence

a. Does the plan allow for the intelligence gathering process collection, evaluation, and dissemination of information to aid in the identification of the local threat?

b. Does the plan consider restrictions placed on the collection and storage of information?

c. Does the plan indicate an awareness of sources of information for the intelligence gathering effort; e.g. military intelligence, government agencies, and local authorities?

d. Does the plan allow for liaison and coordination of information: e.g., establishing a threat committee?

2. Threat Analysis

a. Does plan identify the local threat (immediate and long term)?

b. Does the plan identify other threats; e.g. national and international groups who have targeted or might target CTF installations?

c. Does the installation incorporate factors of the installation vulnerability determining system when assessing the threat? Does it address:

(1) Geography of the area concerned?

(2) Law enforcement resources?

(3) Population factors?

(4) Communications capabilities?

(5) Does the plan establish a priority of identified weakness and vulnerabilities?

3. Security Countermeasures

a. Does the plan have specified FPCONS and recommended actions?

b. Do security countermeasures include a combination of physical operations and sound-blanketing security measures?

4. Operations Security

a. Have procedures been established that prevent terrorists from readily obtaining information about plans and operations; e.g. not publishing the CCTF’s itinerary, safeguarding classified material, etc.?

b. Does the plan allow for in-depth coordination with the installation's OPSEC program?

c. Has an OPSEC annex been included in the contingency plan?

5. Personnel Security

a. Has an education process been started that identifies threats to vulnerable personnel?

b. Has the threat analysis identified individuals vulnerable to terrorist attack?

6. Physical Security

a. Are special threat plans and physical security plans mutually supportive?

b. Do security measures establish obstacles to terrorist activity; e.g. guards, Affected/Host nation forces, lighting, fencing?

c. Does the physical security officer assist in the threat analysis and corrective action?

d. Is there obvious command interest in physical security?

e. Does the installation have and maintain detection systems and an appropriate assessment capability?

7. Security Structure

a. Does the plan indicate who has primary investigative responsibility?

b. Has coordination with the staff judge advocate been established?

c. Does the plan allow for close cooperation between principal agents of the military, civilian, and host‑nation communities and agencies?

d. Does the plan clearly indicate parameters for the use of force including the briefing of any elements augmenting military police assets?

e. Is there a mutual understanding between all local agencies that might be involved in a terrorist incident on the installation regarding authority, jurisdiction, and possible interaction?

8. Operations Center Training

a. Has the operational command and coordination center been established and exercised?

b. Is the center based on the needs of the JTF while recognizing the manpower limitations, resource availability, equipment and command

c. Does the plan include a location for the operations center?

d. Does the plan designate alternate locations for the operations center?

e. Does the plan allow for the use of visual aids e.g. chalkboards, maps with overlays, bulletin boards to provide situation status reports and countermeasures?

f. Does the plan create and designate a location for a media center?

g. Have the operations center and media center been activated together for training?

h. Does the operations center have SON covering communications and reports to higher headquarters?

9. Reaction Force Training

a. Has the force been briefed on laws and policies governing the use of force and the use of deadly force in the protection of CTF personnel, facilities, and material?

b. Has the force been trained and exercised under realistic conditions?

c. Has corrective action been applied to shortcomings and/or deficiencies?

d. Has the reaction force been formed and mission‑specific trained (building entry and techniques, vehicle assault, anti-sniper techniques, equipment)?

e. Has the reaction force been tested on a regular basis?

f. Has responsibility been fixed for the negotiation team?  Has the negotiation team been trained and exercised under realistic conditions?

g. Does the negotiation team have the proper equipment?

10. General Observations

a. Was the plan developed as a coordinated staff effort?

b. Does the plan outline reporting requirements?

c. Does the plan address controlled presence of the media?

d. Does the plan include communications procedures and communications nets?

e. Does the plan consider the need for interpreters?

f. Does the plan consider the need for a list of personnel with various foreign backgrounds to provide cultural intelligence on foreign subjects and victims, as well as to assist with any negotiation effort?

g. Does the plan provide for and identify units that will augment military police assets?

h. Does the plan delineate specific tasking(s) for each member of the operations center?

i. Does the plan provide for a response for each phase of antiterrorism activity e.g., initial response, negotiation, assault?

j. Does the plan designate service support requirements?

k. Does the plan provide for explosive ordnance disposal support?

l. Does the plan take into consideration the movement from various locations to include commercial airports, of civilian and military advisory personnel?

m. Does the plan allow for the purchase and/or use of civilian vehicles, supplies, food, etc.?

n. Does the plan take into consideration the messing, billeting and transportation of civilian personnel?
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