Chapter C- 6

COMMUNICATIONS

A. Purpose.  This chapter describes communications responsibilities and procedures used to plan, resource, and manage communication, electronics and information systems for the CTF.  The base chapter will describe the basic responsibilities, proposed organization, and functions that must be accomplished. The accompanying Annexes will cover more specifics on how to accomplish specific aspects of the Command, Control,  Communications and Computers C4 mission. 

B. Responsibilities

1. Strategic Supported Command

a. Prepares C4 policy and guidance to enable subordinate Command to effectively operate within the coalition command structure.

b. Coordinate multinational C4 accreditation requirements.

2. Supporting Commands.

a. Ensures the C4 systems personnel and equipment requirements of the CCTF are supported.

b. Coordinates the C4 activities of the CTF with other national, theater, component forces, and others, as appropriate. 

c. Prepares C4 policy and guidance to enable subordinate forces to effectively operate within the coalition command structure .

3. Commander, CTF (CCTF).

a. Ensures adequate and effective C4 systems and units are available to support the C4 structure of the CTF.

b. Requests any additional C4 assets or support deemed necessary to support the CTF.

c. Publishes C4 plans, annexes, and operating instructions to support assigned missions.

4. CTF C6.  

a. Responsible to the CCTF on all C4 matters and issues.

b. Exercises staff supervision and management of all C4 assets assigned to support the CTF HQ.

c. Develops C4 plans, annexes, and operating instructions, including accreditation to support assigned missions.

d. Reviews and coordinates C4 plans prepared by subordinates to ensure compliance with C4 guidance within the CTF.

e. Establishes the CTF C4ISR  Coordination Center (CTF-CCC) to support top-level network control, management, and coordination within the CTF Operations Area.

f.  Establishes any required Communications Board and Bureaus to ensure communications support to the CTF is adequate to support the CTF mission.For standalone CTF networks, the CTF C6 is the sole accrediting authority. For all other networks the CTF C6 must consolidate accredation requirements vailidate their correctness and forward a consolidated package in accordance with Supported Strategic Command guidance.

5.  CCTF Subordinate Unit C6.

a. Responsible for furnishing, installing, operating and maintaining C4 forces and systems in support of the CTF and it’s subordinate elements in accordance with the guidance and policies established by the CTF C6.

b. Responsible for consolidating, validating, coordinating, documenting, and prioritizing all of their C4 support requirements following CTF C6 guidance. 

6. Satellite support needs to be planned for Ground Mobile Forces (GMF) communications network planning and satellite management to support the CCTF.  Additionally, planning for Extremely High Frequency (EHF), UHF Follow-On with EHF capability (UFO-E) and Military Strategic and Tactical Relay System (MILSTAR) satellites needs to be integrated into CTF planning and coordination.

C. Organization
1. The organization of the C6 staff is critical to the unity of effort of the CTF as well as the overall accomplishment of the CTF mission.  It is imperative that the C6 organization capitalizes on the capabilities of the multinational forces assigned and that the C6 organization has a cross section of the CTF participants assigned to the various staff positions.  Teamwork and partnerships need to be developed and formal / informal agreements prepared as to who furnishes, installs, operates, and maintains key network systems and hubs. This is required for the direct C4 support to the CCTF HQ and CTF components.  

2. Figure C-6 on the next page below depicts a notional  theater C6 organizational relationships between the Supported Strategic Commander and the CTF.  Although the CTF is OPCON to the Supported Strategic Commander, there is no direct command and control relationship between the Supported Strategic Commander's C6 and the CTF C6.  When required, the Supported Strategic Commander's C6 will provide tasking via the OPORD process.  

3. A CTF C4ISR Coordination Center (C4ISR-CC) should be established early on to support the operational planning and monitoring of CTF AO situational awareness and C4ISR systems status. A Theater C4ISR Coordination Center (TCCC) should also be established at the Supported Strategic Commanders HQs.  This allows for a "real time" monitoring and management of the strategic / operational networks and communications systems.  This is a highly desired capability for the CTF to ensure communication planners can quickly react to planning opportunities, support a higher OPTEMPO, and react quickly to network and communication problems.

4. Critical to understanding the relationship between CTF C4 organizations is the concept of communication control (COMMCON) that is the "technical control" of communications networks.  COMMCON is the authority delegated by the CCTF to the CTF C6.  It provides the C6 the authority to exert operational direction and management over every aspect of the entire network supporting the CTF.  Through COMMCON, the C6 directs the activation or deactivation of C4 services, conducts network-wide monitoring and control, prioritizes and realigns C4 assets in the CTF AO, directs configuration and reconfiguration of communications-electronic equipment, and establishes C4 status reporting thresholds. During activation of the CTF, this technical authority of COMMCON is a critical issue to be coordinated and agreed upon by the participating nations.  The Supported Strategic Commander's C6 should also have COMMCON for the strategic networks supporting the CTF.  Clear establishment of this authority for multinational operations is a critical factor for ensuring the CTF networks supports a high OPTEMPO for planning and execution of operations, while providing a rich collaborative planning network for the CTF and CTF components. 

1. The operational arm of the C6 for exercising COMMCON is the C4ISR-CC.  This provides the CCTF with a responsive planning and monitoring cell for the CTF operational level networks.As indicated above, a TCCC should be established at the Supported Strategic Commander's level for responsive planning and monitoring of the strategic level of networks that supports the CCTF.  

2. Together taken the CTF-CCC and the TCCC provides a powerful C4ISR planning and monitoring capability that ties the strategic and operational networks together for effective CTF command and control.
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(See the following page for a notional CTF C6 organization)

5. C6 Staff Organization.  The C6’s duties, responsibilities, and organization may vary greatly, thus the final C6 structure will depend on the mission.  The Figure C6 -2 below acts as starting point for what could be expected for a Medium-Sized CTF level of effort.  As operations dictate, the C6 must be adequately  staffed. The organization's structure and personnel assigned to each function will not have to be the same for each CTF.  On the other hand, all of the functions listed in the C6 organization are critical to the success of the CTF and the functions must be covered by each CTF C6 organization.  Therefore, the C6 must define a structure that accomplishes all these functions within the mission given.
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D. Tasks and functions.  The tasks and functions listed below are aligned with the notional organization chart from the previous section.  A C4ISR-CC is established within the CTF to manage C4 systems deployed in support of the CTF operations.  Subordinate CTF elements must establish the actual Network Operations Centers (NOCs) that plan, manage, prioritize, install, operate and maintain the actual networks supporting the subordinate CTF elements.  As noted earlier, this section will discuss the functions of the CTF-CCC instead of the organizational breakdown in the previous section.
1. Current Operations Branch.  This function is the link to the Combined Operations Center.  It must be able to advise operational planners on current communication capabilities and status and provide estimates on the ability to support planned operations.  It also must monitor the current operational status of the communications support to the CTF and advise the COC on any issues.  The function must also maintain liaisons with other national assets and advise the other elements of the C4ISR-CC on current situations

2. Computer Support Branch.  This functionality has to cover the ADP support to the CTF and coordinates computer support requirements to the CTF-CCC.  Interfacing of the subordinate CTF ADP systems also falls under this function as well as coordinating and monitoring the ADP command and control capability.  This function must also ensure Information Assurance tools are available for the CTF.

3. Networks Branch.  This function must cover the management and control of the coalition communications circuits and systems.  It must also cover the planning, engineering, and coordinating for coalition communications systems, satellite access, voice, video, and data networks and circuits.  Identifies problems with the communications systems and circuits and takes appropriate action to prioritize installation and restoral of systems.  The ability to plan, allocate, monitor and deconflict the use of frequencies and COMSEC across the CTF.

4. Headquarters Support Branch.  The Headquarters Support Branch provides all communications support for the CTF HQ, including operation of message centers and maintenance of various data terminals and other communications systems.

5. Future Operations Support Branch.  This element support the Operations Branch by interfacing with the CTF planning element and advising them on C4 matters pertaining to future operations.  In addition, they coordinate the development and preparation of the communications annex to plans and orders.

6. Liaison Officers.  Use of Liaison Officers and Teams will be critical to all aspects of CTF operations, especially so in the CTF C6 branch.  Subordinate elements should be tasked to provide LNO teams to the CTF-CCC as well as providing personnel to round out the CTF C6 staff.  

E. Planning rhythm.  Planning for communications and information systems support is a continuous process that typically starts from a very austere capability, must account for the gradual introduction of additional C4 systems and capabilities as driven by the force deployments and available resources, and ultimately must be transitioned to C4 support provided by other nations and / or commercial systems.  C4 support is driven by the needs of the commander and therefore is closely tied to the CTF battle rhythm.  The C6 will establish a daily planning rhythm that maintains situational awareness, establishes installation and restoration priorities, and provides periodic feedback to subordinate elements.

K. Annexes (work in action)

1. Annex A – C6 Planning Considerations

2. Annex B – Communications Interoperability

3. Annex C – COWAN Capability – This annex will be written in conjunction with Cobra Gold 02.  It will be available on the MPAT website at a later date

4. Annex D – VIC/APAN Capability

5. Annex E – Frequency Management

6. Annex F – COMSEC Management

7. Annex G – Information Management Support

8. Annex H – Communications Reports

9. Annex I – Accreditation - Deleted

F. References
1. U.S. Joint Pub 6-0, “Doctrine for Command, Control, Communications, and Computer (C4) Systems Support to Joint Operations”.

2. U.S. Joint Pub 6-02, “Joint Doctrine for Employment of Operational/Tactical Command, Control, Communications, and Computer Systems”.
3. Joint Pub 6-03.7 “Security Policy for the GCCS.”
Annex A

C4 CRISIS ACTION PLANNING GUIDE
Chapter 6…COMMUNICATIONS
Planning for C4 support in the dynamic environment of an emerging crisis is a challenge.  Chapter 5, PLANS, describes the Crisis Action Planning (CAP) process for MNF planning; the link shows this process graphically.  An emerging crisis will probably vary somewhat as the phases progress.  The situation may cause several starts, stops, and iterations of the planning process or cause the streamlining or bypassing of phases.  The C4 planning guidelines provided below describe actions to be taken during the planning process.

A. Situation Awareness.   Maintaining an awareness of the operational environment is the first consideration when posturing for C4 planning.  Awareness of emerging situations which may lead to the formation of a MNF helps all levels of C4 organizations be prepared to contribute to mission accomplishment.  Some items to consider as potential situations develop are:  geographic location where the situation is occurring, potential MNF partners, known interoperability issues with those nation’s C4 systems, existing national assets within the region, operational status of those systems, type of operations anticipated (for example, non-combatant evacuations, disaster relief, etc).   The preceding list is only an example.  Consider gathering information on items which may assist with more detailed C4 planning as the situation develops.  
B. MNF Establishment.  The national strategic level of political military leadership will determine if and when a MNF is established.  They will provide Essential Strategic Guidance for the MNF effort based upon consultation with the participating nations (see chapter X).    MNF partners or other supporting command agencies may be able to provide key information about host nation capabilities and/or conduct a preliminary site survey.  Additional information may be gathered through the Request for Information (RFI) process (see chapter X). 

1. Task force element C4 representatives -  Prepare and forward all RFI to the next higher CTF C4 command authority.  Some examples of RFIs relating to the C6 are:

a) Is there cell phone coverage in the area of operations?  How stable is the system?

b) Are there commercial telephone and data services available in the area of operations?

c) What type of commercial power is available in and around the area of operations?

2. CTF C6 - Prepare and forward all RFI to the CTF C3 for consolidation and forwarding to the appropriate agency for action.  

C. Crisis Assessment

1. All C4 organizations - Continue to monitor the situation.  

2. All C4 organizations – Ensure C4 considerations are included in all planning activities.

3. Supporting Strategic Commands C6 - Contact Lead Nation CTF HQ and request POC information on lead C6 planner.  Be sure to use the C6 planner as a means to stay synchronized with the Supported Commander’s intent. 

4. Supporting Strategic Commands C6 - Establish liaisons with CTF C6 if not already accomplished.  

5. Supported Commander C6 - Work with Supporting Commander’s C6 planners to assess C4 capabilities and readiness of forces available to be assigned.  

D. Courses Of Action (COA) Development

1. The CTF C6 - Conduct streamlined C4 mission analysis.

a. Determine facts.  

b. Develop assumptions.   

c. Determine limiting factors, limitations, or constraints.  

d. Identify specified and implied tasks.  

e. Conduct initial force analysis.  Identify C4 unit shortfalls and provide information to Coalition / Combined Planning Group (CPG). 

f. Based upon the CCTF mission statement, develop CTF C6 mission statement.  

2. Develop architectures to support CPG COAs.  To do this, it is preferred to form two teams which include the use of Liaison Officers.  A C6 planning lead team of one to four C6 planners (the number of assigned planners is dependent upon the scope of the operation and whether the CPG is conducting planning a 24 hour per day schedule).  The planning team attends all CPG meetings and other CTF boards as required.  The planning team will advise the CPG on all aspects of C4 support and/or limitations.  Additionally, this team may draft initial SATCOM architectures to begin to establish the basic critical communication support for each COA.  The second team, the systems engineering team, will develop and/or further refine the architectural products and coordinate with CTF C4 support agencies to enable prepositioning of resources.  These two teams must include in their battle rhythm time to synchronize their efforts.  It is critical that the C6 planning team keep the systems engineering team fully informed of the C4 requirements for each COA.  Likewise, the systems engineering team must keep the planning team fully apprised of each COA’s joint network capabilities, possible constraints, and unit/equipment shortfalls.  

3. During CPG development of COAs, ensure CTF C6 can provide a plan to support each COA.  Potentially, a COA could be proposed that is not valid with respect to C4 supportability.  It is the CPG C6 member’s responsibility to highlight any COA validity issues to the CPG.  Specifically, shortfalls in C4 supportability that could impact COA validity must be discussed with the CPG.  If a proposed COA is not suitable, feasible, acceptable, distinguishable, and/or complete, then the COA cannot be proposed as a valid COA.  Typical C6 COA validity issues could include unrealistic deployment and network activation timelines, unsourced critical communications units or equipment, and/or dependence on unexecutable SATCOM support.  

4. Prepare the staff estimate for CCTF-approved COAs.  Staff estimates vary significantly depending on time allowed and CCTF guidance.  As a minimum, the staff estimate is a CTF C6 recommendation to the commander.  The staff estimate should clearly state concerns about the execution of any of the COAs, as well as provide an endorsement of one or more of the COAs.  This is especially true if one COA clearly has advantages in C4 support over the other COAs.

5. During COA comparison, it is important that the CPG understands C4 supportability differences and operational impact between each COA, if there are any differences.  Potentially, COA comparison criteria could be selected by the CPG that highlights these differences.

E. COA Selection and Execution Planning.  Once the COA  is selected and approved the CTF C6 begin preparations for execution of the COA.  These preparations can be divided into two general categories—technical and organizational.

1. Technical  

a. Develop C4 Plan.  The COA will provide information on the locations and composition of forces comprising the CTF.   Consider the who, what, when, and how required to support the COA C4 requirements.  Some technical issues to consider include:

(1) What C4 services are required at each CTF operating location?

(2) Which CTF participants can satisfy the required services?

(3) Are systems provided by different CTF participating nations interoperable?

(4) Frequency Management refer to Chapter 6 Annex E for. 

(5) COMSEC Management refer to Chapter 6 Annex  F for 

(6) Information Management refer to Chapter 6 Annex G for 

(7) Communication Reports refer to Chapter 6 Annex H 

(8) Accreditation refer to Chapter 6 Annex I 

b. Prepare Requirement Requests:  CTF C6 will work with strategic supporting commands to provide communication services and systems to support the COA.

2. Organizational -- Form C6 organization.

a. Request service component liaison officers.

b. Request liaison officers from combined forces.

c. Determine C6 and CTF-CCC composition.

d. Determine COMMCON relationships.

e. Determine subordinate unit reporting requirements and thresholds.

f. Draft C6 and CTF CCC Battle Rhythm.     

F. Execution.  During this time the CTF CCC manages, monitors, and controls the deployed CTF networks. 
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Annex B

INTEROPERABILITY
Chapter 6…COMMUNICATIONS
1. Purpose. To provide the interoperability considerations for CTF units to enter the Coalition / Combined Task Force Network Architecture for applicable transport services, applications and information.  MNF operations rely on good information flow that comes from interoperable systems. Units tasked to deploy as part of the MNF may be equipped with dissimilar versions of critical hardware, software  and protocols, causing interoperability problems.  Accordingly, the CTF C6 should carefully consider such questions as:

a. Are hardware and/or software upgrades required prior to deploying?

b. Are there time and resources to train all the units and personnel? 

2. Limitations and constraints: 

a. International telecommunication Union division 

i. Region 1 – US

ii. Region 2 – Europe

iii. Region 3 – Asia Pacific

b. Satellite availability

3. Available options to mitigate limitations and constraints

a. Roaming / global system
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Annex D

 Virtual Information Center and Asia Pacific Area Network

 Chapter  C-6  COMMUNICATIONS
A. Purpose
 

1. This annex provides a description of the Virtual Information Center (VIC) and Asia Pacific Area Network (APAN), their responsibilities, and procedures.  J083, HQ USCINCPAC maintains and operates VIC and APAN for Pacific Command.  VIC provides knowledge products based on open source, unclassified information targeted for a military staff and focused primarily on complex humanitarian emergencies and natural disasters.  APAN provides a range of web-based applications and serves as an Internet based network to provide information exchange for civil military operations and communication between the military and International and Non-governmental Organizations which will have Liaison Officers collocated or working with combined military HQ on humanitarian assistance or disaster response (HA/DR) aspects of combined and interagency operations.  

 

2. The USCINCPAC VIC and APAN are closely aligned with the Center of Excellence for Disaster Management and Humanitarian Assistance, Honolulu Hawaii, and Pacific Disaster Center, located on Maui Hawaii, who also provide knowledge products in support of HA/DR operations.    

 
Responsibilities  

 
1.   VIC.  VIC prepares daily news summaries and special press reports for high visibility issues.  Special reports and primers are prepared either as a result of VIC staff identifying emerging issues or from a Request for Information (RFI) using procedures listed below.  

2.   APAN.  APAN provides web based:

a. information resources for multinational issues, 

b. web portals to support functional issues important to the region such as counter terrorism coordination, disaster management and peace support operations

c.    shared applications with multiple levels of access to support multinational conferences and conference registration and unclassified but sensitive information exchange

 

B. Tasks, functions, and procedures
 
 1.  VIC tasks and functions. The VIC is a standing organization within the J083 at USCINCPAC.  It compiles daily worldwide press summaries and special press reports, special reports and primers as it determines emerging issues for countries within the Pacific Command.  VIC products are emailed to specific user groups who have requested these products:

a. To receive VIC products email request to VICDirector@vic-info.org. 

b. To search the VIC archives for past products go to www.vic-info.org

 2.  APAN tasks and functions.  The APAN website provides a password protected portal to numerous organizations such as the Asia Pacific Center for Strategic Studies along with acting as host for other organizations websites.

a. To access the APAN website, go to www.apan-info.net. 

b. To request access to restricted sites or request assistance email APANDirector@apan-info.net

 

3. Procedures

 
a. Registration is required but is free and immediate and need only be done once.

 

(1) Both VIC and APAN are password protected

(2) To obtain a password go to the appropriate URL and select registration

(3) If you have forgotten your ID and password please email either VICDirector@vic-info.org or APANDirector@apan-info.net as appropriate.

            b.  I f you have a website hosted by APAN, requests to open new web pages or manage conferences should also be made to VICDirector@vic-info.org or APANDirector@apan-info.net 

 

C. Considerations
 
1. Both VIC and APAN are unofficial websites that deal only with open source, unclassified information.  As a result of that status, knowledge products can be emailed or posted without a delay to regional military domains as well as to other governmental, commercial and non-governmental organizations.

 

2. Upon request VIC can sometimes produce products such as primers but these request should be made several months in advance.  APAN can also provide web page presence and some management support for exercises and conferences, but again requests should be made at least 6 months prior to the event.  The requester must ensure that the web pages meet requirements, that they have the ability to update and manage the pages, and that the pages are functional. 

 

 

 

Bottom of Form

Annex E
FREQUENCY MANAGEMENT
Chapter C-6   COMMUNICATIONS
A. Purpose.  To provide guidance for frequency planning (Electromagnetic Battlespace Management) to support operations in the electromagnetic battlespace (EMB).  The EMB is the three dimensional environment of the battlefield and includes background environmental information (BEI); and hostile, friendly, UN, coalition, and host-nation forces electronic order of battle (EOB).

B. General.  Electromagnetic Battlespace management provides for efficient use of all frequency emitters within an AOR.  This enormous task requires substantial coordination between the CTF C2, C3, and C6.  This evolved concept of spectrum-use planning and management ensures electromagnetic compatibility (EMC) and frequency supportability of telecommunication requirements (including weapon/radar systems) and electronic requirements (i.e., sensors); frequency assignment; electromagnetic interference (EMI) resolution; electronic warfare (EW) deconfliction; Coalition / Combined Communications-Electronics Operating Instruction (CCEOI) and Coalition / Combined Restricted Frequency List (CRFL) production; and database management of frequency resources.

B. Specific.  Given the complexity of systems and communication requirements throughout the operations area, CTF C6 Frequency Manager will maintain centralized control, with decentralized execution of frequency resources to components, to effectively manage the electromagnetic battlespace.  If frequency requests are required, the CTF C6 Frequency Manager Office (CFMO) is the only organization authorized to coordinate these frequency requests with other governments and allies.  Component frequency managers will submit requests for frequencies in Standard Frequency Action Format (SFAF) to the CTF C6 and will manage all spectrum assets once approved.

1. Current joint doctrine requires for each JTF to form a JTF Spectrum Management Element (JSME), composed of frequency managers from each Service component committing forces, and a Joint Combat Electronic Warfare System (JCEWS) to facilitate coordination among JTF J2, J3, and J6. 

2. To prevent electronic fratricide, the JSME must be stood-up during predeployment or during crisis action planning, and the JCEWS is assigned.  This ensures frequency supportability, compatibility, and friendly force control of the EMB prior to deployment of forces. 

3. The Background environmental Information (BEI) for the USPACOM AOR protects tracking, telemetry and control (TTC) links for smart munitions, current frequency assignments, the standing theater JRFL, area studies, international assignments (ITU), and intelligence sources.  The CTF J6 will have access to the AOR BEI via SPECTRUM XXI software.

a. Background Environmental Information (BEI).  The combination of civilian electromagnetic communications infrastructure and the natural phenomena within an AO. 

b. Electromagnetic Battlespace (EMB).  The electromagnetic battlespace includes: background environmental information (BEI); the hostile (red), friendly (blue), UN, host nation if applicable, and coalition (gray) forces electromagnetic order of battle (EOB), within the CTF’s AO.

4. Joint Communication-Electronics Operating Instructions (JCEOI).  The main communications document used by the Joint Services is the Joint Communication-Electronics Operating Instructions (JCEOI). A CEOI and Standard operating Instructions (SOI) are the same as a JCEOI but used in other applications, i.e. Army only, NATO, etc. The JCEOI/CEOI is a series of orders issued by the Commander for technical control and coordination of the signal operations within the command.  A JCEOI/CEOI normally contains randomly generated call sign assignments, frequency assignments, suffixes/expanders, signs and countersigns, pyrotechnic/smoke signals and associated supplemental instructions.  The product includes complete listings of all participants and their communications requirements.
5. All radio frequency emitting equipment operating in the USPACOM AOR will have frequencies approved by HQ USCINCPAC TCCC.

6. The JRFL is a management tool co-produced by the JTF J2, J3, and J6, approved for publication by the J3, and disseminated to all electronic combat units at the lowest level.  It is used to identify the level of protection desired to be applied to specific spectrum assets (i.e., frequencies or frequency bands) to preclude these assets from being jammed by friendly forces.  The JRFL identification and building process begins at the unit level, works upward through military service chain of command channels, and is consolidated within the JTF staff.

7. Planners need to ensure intelligence and operations input is provided to the JRFL to protect critical C2 circuits (weapon and radar systems), intelligence collection, and safety of life from friendly EW effects.  The end result is the IO/EW cells need to share mission specific requirements for JSME to conduct EW deconfliction and identify mission impacts.

8. The HQ USCINCPAC TCCC Spectrum Manager establishes procedures for granting the JSME military assignment frequency authorization for critical systems when host-nation approval is not forthcoming.

C. Responsibilities

1. HQ USCINCPAC TCCC Spectrum Manager

a. Establish USCINCPAC command policy on the use and management of the spectrum.

b. Per HQ USCINCPAC J5 guidance, coordinate spectrum use with the host-nation and allied spectrum management authorities.

2. CJTF

a. Establish JTF policy on the use and management of the spectrum.

b. Establish net structure for developing the JCEOI.  Provide inputs to the HQ USCINCPAC TCCC.

c. Approve JRFL for publication and dissemination.

d. Combine inputs from all JTF staff codes and components and develop a proposed JRFL for JTF J3 approval.

e. Maintain and publish JTF J3-approved JRFL.

f. Resolve spectrum use conflicts between users following commander’s priorities.

g. Provide frequency input list to Joint Combat Electronic Warfare System (JCEWS) cell for inclusion into the JRFL.

h. Serve as the senior frequency assignment coordination authority for the JTF. 

i. Create a JCEWS.

j. In conjunction with JTF J6 JCCC, and in coordination with the JTF J3, develop, publish, and maintain the JCEOI.  The JTF J6 must publish the milestones and outline the deadlines. USPACOM requires at least 90days to coordinate the JTF proposals with any Host Nation. 

k. Serve as the senior frequency assignment coordination authority for the JTF subordinate task force units, and develop and distribute spectrum use plans.

l. Provide administrative and technical support for spectrum use.

m. Maintain the common database for planning, coordinating, and controlling spectrum use.

n. Implement Joint Spectrum Interference Resolution (JSIR) procedures per CJCS Instruction 3320.02.

o. Evaluate, analyze, and attempt to resolve interference incidents at the lowest level possible.

p. Provide GUARDED frequency list to JCEWS for inclusion into the JRFL.

q. Assist in the resolution of interference incidents.

3. Component Commanders

a. Submit spectrum requirements in SFAF format to JSME.  Nominate to HQ USCINCPAC TCCC Spectrum Manager specific frequencies to be coordinated with another nation.  If coordination with another sovereign government is required, each proposal must contain a releasability code in SFAF item 005.

b. Ensure users comply with their frequency assignment parameters (power, bandwidth, station class, and location), and coordinate all frequencies are coordinated with the JTF.

c. Provide frequency list to JTF JCEWS for inclusion into the JRFL.

d. Submit frequency requests in SFAF format through higher headquarters to HQ USCINCPAC TCCC Spectrum Manager.

e. Attempt to resolve any frequency interference or use conflicts locally.  If unable to resolve, comply with CJCS Instruction 3320.02, Joint Spectrum Interference Resolution, and report to JTF JSME.

D. Administrative

1. Service component frequency managers OPCON to the JTF JCCC will consolidate frequency requests from subordinate units and forward these requirements to the HQ USCINCPAC TCCC Spectrum Manager.

2. Automation.  Spectrum XXI (SPEC XXI) is the standard database management system.  The JCEOI will be developed using the Revised Battlefield Communications Electronic Operating Instructions System (RBECS)/Joint Automated CEOI System (JACS).  Transmission of frequency requests and assignments will be via SPEC XXI, AUTODIN message, DMS electronic mail, PC-to-PC transfer, or diskette.

E. Security Classification

1. Frequency requests will be classified at the lowest level possible.  If classified, each SFAF item will be marked with a classification marking (U, C, or S) prior to the text.

2. Any request requiring submission through the host nation will address releasability.  For example: Confidential, Releasable to Host Nation as Confidential.

F. Appendixes

1. Appendix 1, Electromagnetic Interference Reporting

2. Appendix 2, JTF Joint Communications-Electronics Operating Instruction Concept

3. Appendix 3, Spectrum Use Plan

4. Appendix 4, Joint Nets

5. Appendix 5, Joint Restricted Frequency List
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Annex F
FREQUENCY MANAGEMENT
Chapter C-6   COMMUNICATIONS
A. Purpose.  To provide guidance to establish and maintain Communications Security (COMSEC) programs in support of the basic plan.

B. General

1. The most lucrative source of intelligence information available to the enemy is electromagnetic radiation.  Telecommunications is another valuable source.

2. The amount of intelligence information available for intercept can be reduced by making maximum use of all available emission security systems and procedures.  Therefore, stringent COMSEC measures must be incorporated at all levels during planning and execution.

3. During any Coalition / Combined operation, it is imperative that a commander exercise overall control of assigned forces and continuously receive COMSEC-derived intelligence, which may affect the decision-making process.  The need for rapid and accurate exchange of information concerning COMSEC vulnerabilities is critical to providing a timely assessment of Joint COMSEC posture.  COMSEC-derived information must be regarded as a counterintelligence product, not a violation report.

C. Execution

1. Concept of COMSEC Support Operations

a.    Specific physical, cryptographic, transmission and personnel security policies and measures must be designed to enhance COMSEC and theater operations.

b.    A Reporting System Program shall be implemented on all nonsecure circuits.  This program should be designed to alert a net that one of its stations has committed a COMSEC violation by transmitting an Essential Element of Friendly Information (EEFI) in the clear.  

c.    Subordinate commanders will ensure meaningful COMSEC programs are established and maintained. Specifically, commanders will ensure forces train and perform proficiently in field generation of COMSEC.

D. Responsibilities. Primary responsibility for COMSEC support rests with the coalition/combined component.  Appropriate coalition/combined component COMSEC directives, procedures, and policies apply 
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Annex G
COMMUNICATIONS REPORTS
Chapter C-6   COMMUNICATIONS
1. Purpose.  This Annex states the C4 reporting requirements of the CTF Communications units to the Commander CTF C6 and for the CTF C6 to the Supported Strategic Commander, TCCC.

2. Reporting Responsibilities.

A. Commander CTF C6 to the Supported Strategic Command, TCCC.

1).  Communications Status (COMSTAT) Reports.  The COMSTAT is to report a snapshot of the current C4 capability.  This report will address communications connectivity (architecture) with the Area of Operations (AO), including voice systems, data services, video services, and satellite communications.  This report is must be submitted to the TCCC daily by 0200Z and 0400Z either as a Power Point slide or MS Excel spreadsheet matrix.

a. Format

Left hand column will list the current connectivity architecture systems (i.e. COWAN, SHF Satellite, UHF Satellite, VHF Tactical Network xxx), including major software applications (i.e. xxxxxxx). Supporting Communications Units will be listed across the top of the slide or spreadsheet.

The current status of the C4 system or application will be GREEN for a “Up and Operational” status , RED indicates an outage, and AMBER indicates a problem exists with the system or application, but it is operational.

2).  Communications Spot (COMSPOT)  Reports.  The COMSPOT is used to report a major outage or degradation of a C4 system or application.  This report should be transmitted to the TCCC within 30 minutes of an outage or as soon as possible and transmitted in a narrative text format using established network links to the TCCC.

a. Format

1. Executive Summary.  Limited to significant events of interest to the Supported Strategic Commander or other top level commanders.

2. Detailed Network Information.. Cover the past 24 hours of communications outages affecting command and control, including networks, switched networks, data systems, satellite communications systems or items of special interest.

3. Facilities, C4 systems or applications that failed and remain down.  This section provides detailed information on communications disruptions that degraded the operational command and control capabilities.

a. Outage: Facility/Node/Link/Trunk Application.

b. Capacity: Bandwidth/Trunks/Subscribers

c. Location/Path: Unit or Unit(s) affected

d.  Outage Start Time: ddhhmm Month Year (031015 Mar 02)

e.  Reason: Short informative description

f. Restoration: Troubleshooting activities

g. Mitigation: Interim means to restore user functions

h. Impact: Short narrative describing how a user was affected by the disruption

4. Facilities, C4 systems or applications that were restored in the last 24 hours.

a. Outage: Facility/Node/Link/Trunk Application.

b. Capacity: Bandwidth/Trunks/Subscribers

c. Location/Path: Unit or Unit(s) affected

d.  Outage Start Time: ddhhmm Month Year (031015 Mar 02)

e.  Reason: Short informative description

f. Restoration: Troubleshooting activities

g. Mitigation: Interim means to restore user functions

h. Impact: Short narrative describing how a user was affected by the disruption

B. Communications Units to Commander, CTF CCC.

1).  Situation Reports (SITREPS). This report provides daily input to the CTF and summarizes overall systems and application status for the past 24 hours.  


Format:

1). Summarize current status of C4 systems and applications



2). Report current C4 status as follows:

a. Left hand column will list the current connectivity architecture systems (i.e. COWAN, SHF Satellite, UHF Satellite, VHF Tactical Network xxx), including major software applications (i.e. xxxxxxx). Supporting Communications Units will be listed across the top of the slide or spreadsheet.

The current status of the C4 system or application will be GREEN for a “Up and Operational” status , RED indicates an outage, and AMBER indicates a problem exists with the system or application, but it is operational.


3).  Planned activity in the next 48 hours. (i.e. activation of a tactical link to HQ)

2).  Communications Status (COMSTAT) Reports. The COMSPOT is used to report a major outage or degradation of a C4 system or application.  This report should be transmitted to the CTF CCC within 30 minutes of an outage or as soon as possible and transmitted in a narrative text format using established network links to the CTF CCC.  Follow the same format shown above.
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