Annex D

INFORMATION OPERATIONS CELL

Chapter  C-3  OPERATIONS

A. Purpose

1. This annex provides a description of the CTF Information Operations (Info Ops) Cell, its responsibilities, and procedures.  This annex specifies one method of how the CCTF may establish an Info Ops Cell.  Info Ops spans the entire spectrum from peace, to crisis, to conflict, to restoration to include offensive and defensive actions taken during time of crisis / conflict.  All efforts executed by the CTF Info Ops Cell must be coordinated within the CTF and with the Supporting Strategic Commanders overarching Info Ops policies and guidance.

2. The CTF Info Ops Cell is organized to ensure that a broad range of Info Ops actions and activities are integrated into the CTF Campaign Plan, coordinated with ongoing or planned operations, and contributing to the CCTF’s intent and end states. 
B. Responsibilities  

1. CTF C3.  The CTF C3 is the principle staff element responsible for embedding Info Ops into the CPG process and ensuring that Info Ops is properly integrated and coordinated throughout all operational phases.  

2.   Info Ops CELL.  The CTF Info Ops Cell is composed of select representatives from the staff and from supporting agencies/organizations and is responsible to the CTF C3 for planning, integration, deconfliction, monitoring, and assessment of Info Ops within the AO. Coordination of operational and strategic Info Ops issues with the Supported Strategic Commander's Info Ops cell or office of responsibility is essential. Other responsibilities and duties include:

a. Integration of Info Ops targeting concerns into the planning and execution cycle of the joint targeting process. 

b. Incorporate the Multinational Force Strategy and Lead Nation NCA guidance for the MNF partners. 

c. Coordinate with the Supported Strategic Commander and Lead Nation NCA speechwriters and CTF Public Affairs Officer (PAO) to integrate CTF Info Ops with Commander speeches at all levels and press releases.

d. Coordinate Info Ops related guidance for  targeting (Electronic Warfare Support [ES], Electronic Attack [EA], Physical Destruction, Computer Network Attack [CNA] and Special Information Operations [SIO]), shaping (Psychological Operations [PSYOP], Operations Security [OPSEC], Military Deception [MILDEC], and Public Affairs [PA]), and cover (Electronic Protection [EP] and Computer Network Defense [CND]). 

e. The CTF Info Ops Cell must coordinate closely with numerous command elements, including Public Affairs (PA), Psychological Operations (PSYOP), Civil Affairs (CA), Staff Judge Advocate (SJA), the C2, C3, C4, C5, and C6 organizations, and component commander Liaison Officers to coordinate the impact of CTF actions on the adversary’s perception and ability to operate.  

f. The CTF Info Ops Cell may draw upon the capabilities of other military organizations and government agencies located outside of the AO as necessary to obtain information for planning and operational considerations.  Specific responsibilities include:

(1) The CTF Info Ops cell will provide a representative to the Future Plans and FOPS to advise on the development of Info Ops related guidance for the CCTF.  

(2) The CTF Info Ops Cell will support the Info Ops representative from the Coalition / Combined Forces Air Component Commander (CFACC) in developing recommended operational guidance and Info Ops-related CFACC objectives. He will also advise the CFACC Strategy and Coalition/Combined Guidance and Apportioning Team (CGAT) cells in the conversion of the CCTF’s guidance into targeting objectives and the coalition / combined prioritized integrated target list (CPITL).  Once approved by the Coalition / Combined Targeting Coordination Board (CTCB), Info Ops elements within the CFACC’s staff will further develop Info Ops related target sets as part of the overall targeting process. The Info Ops cell will maintain liaisons within the CFACC’s targeting cells to ensure coordination of shaping and targeting.  

(3) The CTF Info Ops Cell can conduct CNA planning, but the Lead Nation NCA must authorize execution.  Execution authority for Computer Network Attack (CNA) resides with the Lead Nation NCA through consultation with Supporting Nations' NCAs.  

C. CTF Info Ops Cell Organization.  The CTF C3 is responsible for planning and execution of CTF Info Ops operations via an Info Ops annex to the CTF OPORD or Campaign Plan.  In addition, a CTF Info Ops Cell will be established, structured as indicated below.  An Info Ops Working Group (IOWG) will also be established to integrate those members who are not core (full-time) members of the Info Ops Cell to provide expertise and coordination as required.  Info Ops Cell core membership may vary based upon the CTF mission.  Core positions may be filled by augmentees or MPAT members in lieu of permanently assigned CTF billets (e.g. Coalition / Combined Information Operations Center [CIOC], Coalition / Combined Space Support Team [CSST], among others).  Augmentees provide technical and organizational assistance to the Info Ops Cell Chief, draw upon the capabilities of other military organizations and government agencies located outside of the AO and connect to their parent organizations for advice and support, and strategy-to-task Info Ops mission planning expertise.  

1. CTF Info Ops Cell Chief

a. Responsible directly to C3 for all CTF Info Ops planning and integration

b. Core member of CTF Info Ops Cell.

c. Directs CTF Info Ops Cell efforts.

d. Provides an Info Ops battle watch to the  Coalition / CombinedOperations Center (COC)

e. Coordinates all CTF Info Ops efforts with CTF components and Supported Strategic Commander’s staff. 

f. Coordinates Info Ops activities, to include drawing upon the capabilities of other military organizations and government agencies located outside of the AO and augmentation, with national level agencies and others through Supported Strategic Commander.

g. Serves as Liaison Officer to Coalition / Combined Targeting Board.  Advises Component Commanders on Info Ops effects of targets.

h. Coordinates at the CTCB and at each level of the Info Ops intelligence requirements through C2.

i. Capable of working at higher levels of classified information as required.  

2. CTF Info Ops Cell Deputy Chief

a. Core member of CTF Info Ops Cell.

b. Responsible for CTF Info Ops Cell operations while CTF Info Ops Cell Chief is engaged with meetings, working groups and other duties.

c. Member of Future Plan cell and provides Info Ops input to this cell during planning to ensure coordinated CTF operations.

d. Capable of working at higher levels of classified information as required.  

3. CTF Operations Security (OPSEC) Officer

a. Core member of CTF Info Ops Cell.

b. Develops and updates the OPSEC plan, as part of the CTF OPORD or Campaign Plan, to include:

(1) Identification of Essential Elements of Friendly Information (EEFI).

(2) Analysis of threats to critical information posed by the hostile intelligence system.

(3) Analysis of OPSEC vulnerabilities to identify tentative OPSEC measures.

(4) Assessment of risk to determine which OPSEC measures to employ.

(5) Application of appropriate countermeasures.

c. Initiates a feedback program.  Monitoring tasks include intelligence and counterintelligence collection, examination of public media, and reporting of OPSEC measures implemented.

d. Coordinates all OPSEC activities with other facets of the CTF plan.

e. Coordinates and reports on COMSEC Monitoring Activities.

f. Provides information on COMSEC efforts and recommends CTF Information Management (IM) plan adjustments to the CTF IM and C6.

4. CTF Deception Officer

a. Core member of CTF Info Ops Cell.

b. Coordinates development and update of the deception element of the CTF plan with staff members and component representatives on a strict need to know basis.   The basis for deception objectives is often related to OPSEC objectives.

c. Monitors and controls dissemination of deception related information in accordance with CCTF guidance.  This will normally include at least two levels of access, with only a relatively small number of people having access to the entire deception plan.  Normally, the Info Ops Officer will have complete access to the deception plan in order to enhance his ability to deconflict / coordinate the deception plan with other elements of Info Ops.

d. Coordinates, normally via the CTF Info Ops Cell, with PSYOP, PA, OPSEC, EW, and intelligence, all mutually supported activities.

e. Coordinates with Intelligence for collection management coverage in support of deception planning and operations.

f. Monitors and controls execution of the deception event schedule.

5. CTF Electronic Warfare (EW) Officer

a. Core member of CTF Info Ops Cell.

b. Prepares Coalition/Combined force EW elements of CTF OPORD or Campaign Plan.

c. Coordinates and integrates Electronic Attack (EA), Electronic Warfare Support (ES), and Electronic Protection (EP) in support of CTF Info Ops planning and execution.

d. Provides liaison between Coalition / Combined Frequency  Management Center (CFMC) and CTF Info Ops Cell with respect to the frequency management plan. 

e. Coordinates with CTF C6 Coalition / Combined Frequency Management Element (CFME).

f. Provides frequency management expertise to CTF Info Ops Cell.

6. CTF PSYOP Officer

a. Core member of CTF Info Ops Cell.

b. Integrates, coordinatesand deconflicts all aspects of Coalition / Combined PSYOP Operations Task Force (CPOTF) planning and execution with CTF Info Ops Cell.

c. Assists CTF Info Ops Cell in coordinating and deconflicting CTF themes / messages that are mutually supportive with the CTF plans and orders.

d. Coordinates delivery of PSYOP products with CTF components. 

e. Coordinates PSYOP message approval.

f. De-conflicts PSYOP themes with PA guidance.

g. Coordinate with PAO to emphasize communication points that would be most effective given the target audience.

h. Coordinates with the Supported Strategic Commander's PSYOP office of responsibility for CTF input and deconfliction of national / multinational forces themes with Lead Nation NCA, Supporting NCAs, and nations' inter-agency processes.

7. Computer Network Operations (CNO) Officer

a. Core member of CTF Info Ops Cell.

b. Provides CNA and CND planning support to CTF Info Ops Cell.

c. Coordinates with the Supported Strategic Commander for approval and to establish execution procedures.

d. Coordinates with CTF C6 to assess intrusions and attacks.

e. Provides ability to draw upon the capabilities of other military organizations and government agencies located outside of the AO

f. Recommends changes to  the CTF network security posture.

g. Coordinates with CTF C6 to conduct risk assessment of the CTF network security posture.

h. Higher security clearance capable.

i. May be supported by United States Space Command  Liaison Officers

8. Info Ops Targeting Cell representative.  This billet may be combined with the Targeting Cell Rep.  Functions can be performed by one individual, with experience and knowledge of both kinetic and nonkinetic options.  Individual should be a member of the Info Ops Cell, to foster an understanding of the issues surrounding Info Ops Targeting.

a. CAOC liaison representative advises the Info Ops cell on coordination of shaping and targeting efforts. 

b. Advises CFACC and CAOC targeting cells on targets with potential Info Ops effect.

c. Representative to the CTF C3 Coalition / Combined Fires Element (CFE); provides list of restricted targets to CFE.

d. Provides feedback to Info Ops Cell concerning tasking order development and Info Ops target nominations.

e. Advises CTCB / CFE and Info Ops Cell on potential targeting-shaping conflicts.

f. Provides feedback from the CTCB / CFE Chief to the CTF Info Ops Cell Chief.

g. Coalition / Combined PSYOP Operations Task Force (CPOTF) Liaison Officer  (may be the PSYOP officer)

h. Provides themes and messages and in-depth knowledge of target audiences.

i. Provides and/or develops PSYOP products for CTF delivery.

j. Coordinates PSYOP message approval.

k. Provides expert advice on PSYOP matters.

l. Coordinates PSYOP plans, actions, and support with CTF Info Ops Cell.

9. Intelligence representative

a. Provides timely and directed intelligence support to Info Ops Cell.

b. Reconciles restricted targets on Coalition/Combined Restricted Fires List (CRFL).

c. Provides Battle Damage Assessments (BDA) / Measures of Effectiveness (MOE) and effects feedback for Info Ops initiatives as reflected in the CTF OPORD or Campaign Plan.

d. Assists in the development of Info Ops high priority targets (HPT).

e. Provides enemy/adversary Info Ops threat, capabilities, and estimates to include Electronic Order of Battle (EOB), enemy Tactics, Techniques, and Procedures (TTP), and enemy commander profiles, etc.

f. Identifies Info Ops indicators and warning (I&W).

g. Provides counter-intelligence situational awareness to the CTF Info Ops Cell.

h. Attends the Intelligence Collection and Synchronization Board (ICSB) or equivalent.

10. Logistics representative

a. Integrates Info Ops considerations and objectives into the logistics planning process.

b. Provides subject matter expertise to the CTF Info Ops Cell, as appropriate.

11. Info Ops REP to  Future Plans and FOPS.  An Info Ops representative must be assigned full time to the  Future Plans cell and the  FOPS cell to ensure appropriate consideration and integration of Info Ops capabilities in future plans.

a. Ensures the CTF Info Ops Planning is integrated into all CTF plans / campaign plan.

b. Provides Info Ops input to the CPG ( Future Plans and FOPS) during planning to ensure coordinated CTF operations.

c. Incorporates Info Ops into the deliberate planning process and provides input on future operations (24 hours and beyond).

12. Communications representative (see chapter 6 for additional information)

a. Provide expertise on CTF Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) architecture and critical nodes.

b. Provides Coalition / Combined Restricted Frequency List (CRFL) input to the frequency management effort.

c. Provides information systems impact for EMCON and network security posture settings and conditions.

13. Public Affairs Officer

a. Ensures all counter-information  planning is integrated into the CTF OPORD or Campaign Plan.

b. Coordinates command information program with CTF Info Ops Cell.

c. Coordinates PA communication point's deconfliction with PSYOP themes.

d. Provides feedback/analysis on CTF Info Ops effectiveness with respect to target media.

e. Establishes PA webpage to disseminate CTF PA messages.

14. Staff Judge Advocate (SJA)
a. Provides legal guidance and planning assistance to CTF Info Ops Cell on Rules of Engagement (ROE), international and domestic law.

b. Assists CTF Info Ops Cell with interagency coordination and negotiations.

15. Civil Affairs (CA) representative

a. Ensures the consistency of civil military operations within the CTF AO.

b. Coordinates with the CTF Info Ops Cell in support of Info Ops related Campaign Plan objectives.

c. Coordinates the delivery of CTF Info Ops themes via CMO ground forces. 

d. Provides feedback/analysis on CTF Info Ops effectiveness with respect to target leadership and civilian populace, IOs and NGOs in the CTF AO.

16. CACC / CFLCC / CFMCC / JSOTF / CCC / CMOC / MJL-CC / CTF Media Pool LNOs

a. Facilitates Info Ops integration between CTF Info Ops Cell, components, coalition partners, civil-military actions ongoing within the CTF AO, and PAO activities.

b. Provides expert advice on component / coordination support to Info Ops related objectives.

17. Force Protection LNO.  Represents the CTF Info Ops Cell at the Force Protection Working Group, or equivalent, to ensure coordination between Force Protection planners and the Info Ops elements of the CTF OPORD or Campaign Plan.

18. Information Operations Watch Officer

a. Serves as central point of contact for Info Ops within the COC / Battle Watch.  

b. Maintains log of significant events and pending actions.

c. Ensures appropriate Info Ops cell members are advised of higher HQs tasking.

d. Keeps COC Chief informed of Info Ops activities.

e. Monitors events and provides recommendations for Info Ops support to the warfighter.

f. Submits and tracks Info Ops Requests for Information (RFI). 

D. Tasks, functions, and procedures

1. Tasks and functions. The core CTF Info Ops Cell is a standing organization within the Operations Division.  The Cell meets with all its Working Group members as required but at least once daily to capture the expertise of representatives from across the staff and to deconflict and coordinate operations.  The CTF Info Ops Cell is represented by one or more battle watch officers in the COC to monitor current operations and to provide situational awareness.  Specific CTF Info Ops Cell functions may include:

a. Coordinates (or Responsible for) the overall Info Ops effort for the Commander, CTF. 

b. Coordinate and integrate, the CTF Info Ops Campaign Plan, which will be fully integrated with the CTF OPORD or Campaign Plan.  

2. Procedures

a. PSYOP

(1) PSYOP message approval.  The CPOTF may or may not arrive on the Staff with approved PSYOP products that are ready for delivery.  PSYOP theme approval for new messages and themes resides at the Lead Nation NCA unless delegated to the Supported Strategic Commander. The CPOTF develops themes in support of the CTF Info Ops Cell and the CJTF, and will advise the Cell on delivery vehicles.  The CTF Info Ops Cell, in coordination with the CJPOTF, must determine the process by which new themes will be approved (i.e. How to brief to the CCTF or his designate in a timely manner and then how to gain the Supported Strategic Commander's approval). 

(2) PSYOP theme deconfliction.  The PSYOP officer on the CTF Info Ops Cell must be extremely familiar with Supported Strategic Commander's and CCTF Public Affairs Guidance (PAG) and work with the PAO rep to the CTF Info Ops Cell to remain current on updates to CTF PAG.  This officer and the CPOTF element must deconflict differences in PAG and PSYOP themes, and must also coordinate with Public Diplomacy.

(3) PSYOP product delivery.  PSYOP products can be delivered via numerous means, including leaflet bombs, radio (including airborne or shipborne) broadcasts, face-to-face interactions, and hand-delivered handbills, all of which require high levels of coordination.  Components with PSYOP capability should coordinate with the CFACC for airborne delivery of PSYOP products and incorporation into the ATO / ITO.

b. Electronic Warfare (EW).  The CTF Info Ops Cell establishes the process for how the CTF will coordinate, and integrate the three aspects of Electronic Warfare: Electronic Warfare Support (ES), Electronic Attack (EA), and Electronic Protect (EP).

(1) Electronic Warfare Support (ES).  The CTF Info Ops Cell must establish with the Intelligence and Operation Divisions how the CTF Intelligence Surveillance and Reconnaissance tasking process will work and then develop internal procedures for nominating targets to that process for ISR collection.

(2) Electronic Attack (EA).  The CTF Info Ops Cell must establish how the CTF will coordinate and integrate jamming events.  Normally, a Jamming Control Authority (JCA) will be assigned.  The JCA may or may not be within the Operations Division or this task may be delegated to the CFACC.  How the CTF Info Ops Cell nominates targets for jamming in the CTF structure is critical to how the CTF Info Ops Cell organizes for EW.

(a) To facilitate JCA functions, develop a friendly force EA Capabilities matrix (recommend a relational database) that depicts platform, frequency range and power output.

(b) In conjunction with the Intelligence Division, develop a adversary emitter database that depicts the frequencies associated with warfighting and sensor systems to include lat/long information.

(c) The cross-referencing of these two databases will provide quick reference for target to capability decisions and tasking. 

(d) A Radio Frequency modeling capability  will greatly support EA planning.

(3) Electronic Protect (EP).  The CTF Info Ops Cell must coordinate with the Communications Division to establish how the CTF will conduct Frequency Management.  Normally, the Communications Division will be augmented with a Frequency Management Element (FME) to support RFL deconfliction and generation.  The CTF Info Ops Cell may be augmented with one or two Frequency Management specialistaugmentees as well.  CTF spectrum management must address the CRFL (communications), EMCAP (radars), and JCA (Jamming).  The CSME will conduct CRFL deconfliction and possibly incorporate friendly radars into their process, otherwise the EWO must assign a JTF EMCAP coordinator; the JCA will input EA support into the ITO.  All three of these frequency lists must be deconflicted to avoid friendly-on-friendly or neutral electronic engagement.

c. Operations Security (OPSEC)

(1) Request via the Supported Strategic Commander, a threat assessment of the target of interest from the appropriate national support agencies in support of the CTF.

(2) Request National Interagency OPSEC Support Staff as appropriate for the conduct of studies to identify Critical Information and Essential Elements of Friendly Information (EEFI) associated with the operation.  Additionally, request a Multi-Discipline Vulnerability Assessment (MDVA), which includes an OPSEC assessment.  The OPSEC assessment is a five-step process and may be conducted internally by each directorate/functional area if a formal survey/assessment is not conducted:

(a) Identify unit or operation-specific Critical Information.

(b) Define relevant threats.

(c) Identify vulnerabilities.

(d) Assess risk.

(e) Select and implement OPSEC measures.

(3) Publish Critical Information and EEFIs in a classified record message to all component and supporting commands. 

(4) Request, via the Supported Strategic Commander, a collection on all friendly force components and supporting activities for the duration of the operation.  Establish reporting criteria for feedback to ensure that OPSEC vulnerabilities are reported back to the CTF. Request immediate reporting for time sensitive support.   Activate communications security monitoring support as early as possible to provide an early awareness of OPSEC vulnerabilities during the planning stage.  

(5) Establish, with Operations, the staff process for disseminating communications security monitoring support reporting for operations awareness of compromised EEFIs. 

d. Military Deception (MILDEC)

(1) Establish, under the direction of the Operations Officer, a Military Deception Cell with representation from all staff agencies. 

(2) Establish the process by which component tactical deception initiatives will be coordinated with the CTF staff.

(3) Ensure Intelligence / Collection Management is involved in coordinating collection support to deception operations.

(4) Develops Points of Contact at all components for deception planning and execution (contacts must be made as early as possible in the planning stage of the operation and contacted frequently throughout the process).

e. Computer Network Attack (CNA).  Develop CNA plan and coordinate with the Supported Strategic Commander for the approval process.  

f. Computer Network Defense (CND)

(1) Once communications architecture supporting the CTF is established, coordinate with Communications rep to the CTF Info Ops Cell to ensure the known information system software patches and fixes are installed.

(2) In coordination with the Communications Division, ascertain the known vulnerabilities and threat to the systems and adopt appropriate risk management policies.  (e.g. review network security posture, response measures, and firewall policies)

(3) Coordinate with the Supported Strategic Commander and Supporting Strategic Commanders to arrange network vulnerability assessments by national agencies for communications security.

(4) Coordinate Communications Division developed computer security awareness training for CTF Staff.

(5) Coordinate with Communications Division to ascertain effects and proposed courses of action of computer probes, intrusions and attacks.

(6) Coordinate with Communications Division to deconflict CND efforts with communications architecture reconfigurations.

(7) Determine active CND applicability and coordinate approval process with the Supported Strategic Commander.

(8) The Info Ops Cell and CTF C6 should develop a contingency operations plan(s) for the possibility of a network failure.

g. Intelligence Preparation of the Battlefield (IPB)

(1) Defensive/Information Assurance.  The CTF Info Ops Cell needs to know adversary Info Ops attack capabilities (if any) in order to facilitate defensive and information assurance programs.  It is imperative that the CTF Info Ops Cell submit intelligence requirements as early as possible after CTF establishment.  Suggested intelligence requirements are as follows:

(a) Identify and monitor adversary Info Ops attack capabilities to influence CTF decision processes, assess intent, and characterize their potential employment against the CTF.  Determine capabilities to be used, originating or sponsoring entity, and desired end state.

(b) Determine adversary Info Ops attack capabilities and actions to degrade, deny, destroy, or influence CTF decision processes, communications, computer networks, or any other infrastructure element.

(c) On recognizing an Info Ops operation against the CTF from any source, identify the originator, assess the threat, and monitor other potential avenues of attack for indications of a broader Info Ops campaign (e.g. a concurrent press campaign, denial and deception, etc.).  The level of perceived threat from a particular country or non-state entity will establish the intelligence priority.

(2) Offensive. The CTF Info Ops Cell requires intelligence to support planning and control of operations for offensive Info Ops to include efforts to shape and influence perceptions, computer network attack or other courses of action taken against adversaries.  To be successful, any Info Ops attack must be part of the CTF OPORD or Campaign Plan.  The CTF Info Ops Cell must be able to define campaign objectives for Info Ops attacks, and monitor, coordinate, and integrate component activities in regard to identifying target and target access, assessing the target’s vulnerabilities, selecting the optimum Info Ops attack and providing Battle Damage Assessment (BDA) to determine the degree of success and follow-on courses of action.  Suggested intelligence requirements are as follows:

(a) Determine adversary decision processes, associated personnel and organizations and how they may be influenced.  Develop detailed biographies on personnel involved and identify human factors that may influence their decision process.

(b) Identify national level military issues and social factors (political, economic, societal, and cultural), including interaction between political and military organizations / decision-makers, and military Courses of Action (COAs).

(c) Identify communication methods to include, but not limited to, flow of information, links, nodes, media, and other interactions.  Develop capabilities that will allow access and ability to influence processes to support command Info Ops objectives.

(d) Determine target level of Info Ops awareness, to include technical capabilities, Info Ops technical associations (people, organizations, governments), and available hardware and software.  Determine means to facilitate influencing these areas. 

(3) Other Considerations.  In addition to the defensive and offensive intelligence requirements noted above, the following suggestions may be of value to the CTF Info Ops cell:

(a) Identify and monitor adversary Info Ops attack capabilities to influence CTF decision processes to include communications and computer network attacks, denial and deception, economic or political initiatives, and press campaigns.  Assess intent to use such capabilities, and characterize their employment against CTF decision processes in terms of methods used, and desired end state.

(b) Determine which local, national, and international media are providing information to the populace.  Determine capabilities (print, radio, TV, methods of acquiring and transferring data) and identify vulnerabilities and threats to the flow of information.

h. Public Affairs.  While it is important to remember that Public Affairs cannot be used to disseminate PSYOP themes that are intended to deceive the recipient, Public Affairs is an excellent vehicle to promote the Commanders information campaign objectives.  

(1) Public Affairs can only tell the truth.  It is acceptable, however, for Public Affairs to emphasize stories and communications points that support the Commander’s objectives. 

(2) The CTF Info Ops cell must be able to define campaign objectives for Info Ops attacks and coordinate/integrate component activities. Close care must be taken not to violate the legal constraints placed upon Public Affairs Officers.  

E. Considerations

1. Conducting Information Operations with another nation can present classification challenges that must be understood prior to engaging these partners to share information and conduct combined planning.  Use of the Coalition Coordination Center (CCC) and CMOC outside the higher level classified areas within the COC can greatly assist in this process.  See Chap 2, Annex C for the details on how the CTF HQs is organized to assist in Info Ops operations.

2. The specific manning requirements and number of augmentees to the CTF Info Ops Cell should be tailored to meet mission requirements identified in Crisis Action Planning.

3. Upon standing up the CTF, identify early on communications connectivity requirements for support to the CTF Info Ops Cell.

4. It is imperative that Info Ops initiatives be coordinated and approved as early as possible when the CTF is being activated.  Various Info Ops products, such as CNA and PSYOP, require approval at national and/or strategic levels. The Supported Strategic Commander and Lead Nation consultation with the supporting nations' NCAs will be critical.  In order to be available for execution when directed, prior coordination and approval is critical to effective Info Ops initiatives due to the consultation requirements for such operations within MNF operations. 

F. Reports and Products

1. OPSEC/COMSEC critical disclosure report.  This is a near real time voice report (followed by a hard copy report) from the communications security monitoring support team to the CTF Info Ops Cell to report a serious OPSEC/COMSEC disclosure.

2. OPSEC/COMSEC disclosure daily summary report.  This is a report from the communications security monitoring supportteam to the CTF Info Ops Cell recording significant OPSEC / COMSEC disclosures for the previous 24 hours.

3. Network Vulnerability Change Implementation Status Reports.  This is a communication from the CCTF to the Supported Strategic Commander C6.   This communication reports compliance with directed changes to network hardware, software, processes, or procedures to improve overall security of the CTF network 

4. Network Security Posture Change/Attainment messages.  This is either a message from the CCTF to CTF components to direct a change, or from the CCTF to the Supported Strategic Commander to report attainment (or request waiver).

5. Input to the Commander’s Daily Guidance and/or Situational Report to the Supported Strategic Commander (SITREP).  The CTF Info Ops Cell will provide any significant Info Ops activities to the Operations Division for inclusion in the Commander’s Daily Guidance and/or SITREP

6. CTF Courses of Action (COA) Matrix.  A matrix used by the CTF staff, which contains Info Ops capabilities, mapped against themes and objectives, which delineates specific tasks required for support each theme.  This Matrix needs to be closely coordinated with the Supported Strategic Commander within the MNF effort.  In some situations, the Supported Strategic Commander will be heavily involved in Info Ops planning and operational execution.  In other CTF scenarios, the Supported Strategic Commander will have limited Info Ops operations planning and operational execution responsibilities.  In either case, the COA Matrix is a useful vehicle for CTF – Supported Strategic Commander coordination.

7. Info Ops Coordination Matrix The CTF Info Ops Cell develops and maintains a coordination matrix similar to the one shown below (Fig. C3-C-1) depicts the Info Ops events occurring through each phase of the operation overlaid upon the CTF Info Ops areas and CTF Components.  This matrix provides a visual display of the CTF actions and helps to readily deconflict Info Ops actions with other operations.
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Figure: C3-C-1 CTF 10 Synchronization Matrix




8. Daily Press Analysis Report.  Analysis provided by the PA representative to the CTF Info Ops Cell of international, regional, and local media reporting of CTF mission and operations.  Recommend utilizing a coalition PA officer if available.

9. Daily Info Ops Log.  Created and maintained (on a 24 hour basis) by the CTF Info Ops Cell to record all relevant Info Ops events, documents, taskers, etc. to ensure continuity of information for the CTF Info Ops Cell organization.
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      Figure: C3-D1 CTF IO Synchronization Matrix
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