Chapter C-8

INFORMATION MANAGEMENT

A. Purpose.  This chapter serves as the CTF Information Management (IM) Plan.  A disciplined, streamlined IM system allows decisions to be executed (and feedback to flow) more efficiently and effectively.  The focus of the staff must be on what the CCTF needs, when he needs it, and presenting it in a usable format to support his planning, decision, execution, and assessment cycle. Within multinational efforts it must be acknowledged upfront that integration of participating nations within a mature CTF IM systems can present many challenges. This may be easy for some multinational participants and for others this may be a challenge.  In the end "unity of effort" and "clear and concise" communications / information exchange must be the operative principle for multinational operations. This chapter presents a template for achieving this principle. 

1.  Chapter Focus: Collectively, the chapter and its annexes are designed to address all IM processing and procedures issues and business rules necessary for CTF Headquarters (HQs) operations.  Organizations requiring greater detail for certain subject areas may elaborate and tailor procedures in a separate plan within the context of there assigned mission and capabilities.  This chapter explains the responsibilities, systems and processes by which information is obtained, manipulated, directed, controlled, disseminated, and protected within the CTF organizational structure. 

Note:  The lead staff section for Information Management may be either the  C3 or C6 depending on the CCTF Decision.  This chapter is primarily written from a C3 being chosen as head.  If C6 is chosen then tasks associated with the C3 in this chapter would have to be given to the C6.

2.  CTF Information Management Maturity - Low to High (Situational Dependent): This Annex will outline a "mature IM system approach" from which the CTF IM systems can be tailored from -- it should act as a start point for planning.

a.  The degree of IM system maturity within the CTF will be dependent upon the national capabilities and training levels of participating nations.  Some nations will be fully capable and trained in modern day informational technologies. Other nations may be less capable and trained. Regardless of the disparities in capabilities, an IM system must be developed that best supports the CCTF's needs and the needs of component commanders.

b.  Simple IM procedures may be better than complex procedures for a CTF.  The degree of maturity will be situation ally dependant based upon the national capabilities for each CTF participating nation.  

Note:  The degree of automation and information management support tools will directly impact the ability of the CTF-IM to do the job effectively.  Realtime dissemination of information is related to the level of automation support and the Action Officer filling in the required information tags about what they have written.

3.  Coordination Centers Importance for Effective IM:  The "Coordination Centers" within the CTF HQs (1-Coalition Coordination Center (CCC); 2- Coalition / Combined Civil-Military Operations Center (CMOC), 3- Multinational Joint Logistics Coordination Center (JML-CC); 4 - Coalition / Combined Planning Group (CPG), and 5 -Coalition / Combined Media Pools) will be key linkage points for the coordination of the coalition / combined effort.  These centers within the CTF HQs will most likely work at the lowest common denominator in terms of IM since all CTF participants must be fully involved in CTF planning and execution.  (See Chapter B-5 for the CTF Headquarters essential battlestaff organization). 

a.   It is very possible that varying degrees of IM system maturity and classified information levels may be simultaneously operating within the CTF HQs and command.  This underscores the importance of these Coordination Centers within the CTF in terms of information management and information flow. 

b.  In such situations (which can be expected in CTFs involving numerous nations) the Coordination Centers will be a "network node" for linkage to the mature IM systems and to higher levels of classified networks.  Procedures for data transfer between coalition partners and the CTF must be established in accordance with approved information sharing/disclosure policies.  

c.  All participating nations must be aware of all other nations and be prepared to define what information is releasable to whom.  Each paragraph must be marked appropriately to avoid inadvertent disclosure of nation specific sensitive data to the wrong party.

B. Responsibilities.  All CTF personnel have an inherent responsibility to manage information for their own use and for use by others accordingly. The principal CTF personnel involved in the management of information and their (IM) responsibilities are outlined in this paragraph. All CTF personnel support the information management process and have an inherent responsibility to filter and fuse quality information for their own use and for use by others.  The key IM personnel are:

1. Commander, CTF (CCTF)

a. Establishes priorities for information gathering and reporting by identifying the type of information he will need to attain a better understanding of the situation. This type of information is normally expressed in the form of commander’s critical information requirements (CCIR), outlined in Annex A.

b. Approves the command information management plan (IMP), tailored as required from this chapter. 

c. Approves the command communications plan that supports the IMP.

d. Approves all DP/CCIR unless delegated.

 

2. Chief of Staff (CoS) (or C-3 if responsibility is delegated)

a. Approves the daily Battle Rhythm plan (see Part B, Chap. B5).

b. Appoints the information management officer (IMO).

3.  C3 


a.  Establishes/approves the process for sigevents 


b.  Establishes/approves the process for RFI


c.  Establishes/approves the DP/CCIR process


d.  Overall responsible for day-to-day information flow and management


e.  Establishes/approves the message tracking process for both internal and external messages.

4.  CTF Staff

a. Identifies critical and relevant information to be placed on the Daily Battle Rhythm Matrix.  The Coalition / Combined Operations Center (COC) staff inform the IMO of any changes to information needs reflected by the Daily Battle Rhythm.

b. Appoints a staff section Information Management Manager and RFI managers as points of contact for IM matters and Request For Information (RFI), who may be the same individual.

c. Appoints personnel responsible for maintaining shared information technologies.

d. Ensures training is completed for basic IM, RFI management, and security procedures for all personnel in the staff section(s).

e. Assesses IM to assure flow of quality critical and relevant information.

f. Establishes benchmarks or subjective analysis to evaluate efficiency and effectiveness of IM procedures.

g. The COC staff works closely with the IMO to ensure quality information needed by the commander and his Battle Staff is recorded in a "Reports Matrix".  Directorates and subordinates must coordinate with the IMO to ensure all necessary reports are included in the matrix. 

h. Updates the CCIR status as required in the information management plan

i. Provides input to the C3 for new or updated DPs and CCIRs

j. Mark each paragraph with releasability and information sharing data during document production  

k. The CTF C4ISR Coordination Center (CTF-CCC) works closely with the IMO to develop the communication plan that produces the network infrastructure required by the command to share quality information with those commands and agencies that are external to the command in a form that they clearly understand. The CTF-CCC (not the IMO) will:

(1) Establish technical help desk for network and systems administration issues used to support information requirements (Example: Problems with CTF networks used to support track management functions).

(2) Establish e-mail accounts using standing and intuitive naming conventions.

(3) Consolidate a list of communication and systems requirements.

(4) Produce the telephone and e-mail directories.

(5) Establish a central location and procedure for conducting virus scanning of incoming diskettes and laptops. 

(6) Act as office of primary responsibility for managing and monitoring networks and network services.

(7) Establishes and maintains the WEB page infrastructure to support multilevel security and coalition information sharing as required by the coalition partners.

(8) Establishes and maintains document management systems

(9) Establishes and maintains the collaboration systems as required by the CTF and links those systems to host nation systems as required by the coalition partners

3. Each Participating Nation. Each participating nation will have to ensure that the following can be accomplished to prevent the inadvertent disclosure of sensitive information to any other party they would not want it disclosed too.

a) Each nation will ensure that there is a process for determining the level of sharing of nation specific information.

b) Each Action officer will be trained and will mark each paragraph with the level of sharing to be allowed and will follow the appropriate process for release of documents and information assigned by his/her nation. 

c) Each nation will establish a RFI process internally in the CC center.  RFI to the CTF will use the CTF RFI Process.

d) Each nation will provide and IM POC for there element. 

e) For information/messages/RFIs in various national channels the appointed national IM officer will provide daily updates to their status to the CTF-IM     

4. Information Management Officer (IMO).  The IMO position is a primary duty assigned to a qualified individual with operational experience, usually someone the exhibits the ability to be a future battle watch officer.  He may be a commissioned or staff noncommissioned officer of any rank or specialty, who best meets the requirements of the command.  The IMO should be intimately aware of the command’s information needs and possess the authority to coordinate actions and processes to satisfy essential information needs.  The IMO must be capable of working closely with CTF personnel of all rank and specialties to coordinate procedures and capabilities that satisfy warfighting requirements for the Commander and the entire Battle Staff.  The IMO:

a. Develops and publishes the Information Management Plan (IMP), Appendix A to the OPLAN.

b. Publishes the Daily Battle Rhythm Matrix developed by the COC Director and approved by the CoS.

c. Publishes the IM Reports Matrix.

d. Informs the C3 and staff of significant events or critical information that impacts the operation as required. Provides oversight of the process and informs the staff and C3 of status.

e. Publishes the message tracking process for the CTF.  Provides oversight of the process and informs the staff and C3 of status.

f. Publishes the RFI process.  Provides oversight of the process and informs the staff and C3 of status.  

g. Publishes the DPs/CCIRs and Provides oversight of the process and informs the staff and C3 of status.

h. Coordinates additional training required by staff and component elements to support production of quality information through effective IM procedures.

i. Chairs the Coalition / Combined Information Management Bureau (CIMB).

j. Works closely with the Common Operational Picture (COP) Manager, primary Battle Staff, subordinate and higher headquarters IMOs to develop effective, and efficient track management procedures.

k. Works closely with information exchange technology personnel to facilitate necessary information exchange throughout the CTF.

l. Ensures the information across the staff is correct and up to date.

m. Establishes the marking procedure for document sharing and disseminates it to all coalition nations

n. Works with coalition nations to ensure the smooth transfer of information from the CCC to the CTF Staff

5. CTF Staff Section Information Management Representatives

a.
May be commissioned or staff non-commissioned officers, regardless of rank or specialty.

b. Oversee the internal and external information flow of their staff section.

c. Provides the IMO with staff section information requirements for incorporation into the IMP.

d. Provides the CTF-CCC a list of their respective requirements for network support.

e. Ensures compliance with the priorities, processes, and procedures in this IM plan for web sites, message handling, DP/CCIR, e-mail, RFI, and suspense control procedures.

f. Coordinates/conducts IM training for internal staff section members.

g. Section / component RFI Mangers are responsible for receiving. validating, prioritizing, and submitting RFIs to the appropriate authority for resolution in a timely manner.  Follows the IM RFI management process defined in the IM plan.

6. Subordinate Command Information Management Officers.  Each Major Subordinate Command will appoint an IMO as a primary point of contact for IM matters.  The CTF and subordinate (Component) unit IMO:

a. Reviews information needs reflected in Reports Matrix and Daily Battle Rhythm of the higher headquarters and establishes a plan for the component HQs.

b. Conducts liaison with the Supported Strategic Commander's headquarters IMO.

c. Coordinates and assists personnel with training required to produce quality information throughout the command.

d. Ensure appropriate management personnel are designated within the command to address technical matters (i.e., web site, newsgroup, public folders, and shared directories).

e. May be commissioned or staff non-commissioned officers regardless of rank or specialty.

7. Information System User Responsibilities

a. Report information as required by the command CCIRs and RFIs.

b. Ensure accuracy and relevance of information before further dissemination. Clearly differentiate between original information and previously reported information to avoid duplicative reporting.

c. Properly control, classify, protect, and archive all information and information systems for which they are responsible. This requires a clear understanding of approved control measures for various classifications of information.
d. Marks each paragraph with the proper classification and information sharing data as specified by the IM and ensures that the appropriate national process for ensuring releasability is followed.
C. Organization.  Outlined below is the CTF Information Management Organization.  It does not replace the normal staff organizations; rather, it is a supplement to and supportive of the CTF HQs essential battlestaff (see Part B, Chap B-5, Annex B).
[image: image18.png]-
P )

P wmms





1.  Coalition / Combined Management Bureau (CCMB):

a. The CCMB acts as the focal point for coordinating IM issues within the CTF. It convenes during the development of the Information Management Plan (IMP), and as required thereafter. The IM board operates under the supervision of the Chief of Staff, or appropriate staff directorate, as best meets the commander’s mission needs. Chaired by the CTF Information Management Officer (IMO), it is composed of the senior IMO from each major subordinate command, the IMO POC from each nation and IMOs from appropriate staff sections, system administrators, web administrators, webmasters, and bandwidth monitors. The IM board is actively involved in resolving cross-functional and contentious information management issues. Personnel who administer information exchange technologies may also attend.  It is critical that the C6 be involved early in the process to ensure support for the commands Information requirements. 

b. Composition. The Board will consist of:

(1) CTF Information Management Officer

(2) All CTF component commands Information Management Officers

(3) All CTF staff sections, boards, cells, elements, centers IMOs

(4) Common Operational Picture (COP) manager

(5) CTF-CCC Reps

(6) Interagency and NGO information managers, as appropriate

(7) Coalition IMOs

2. CTF Common Operational Picture Board (COPB). The COPB acts as the focal point for coordinating the COP within the CTF.  The CTF COP Manager heads the board, which is comprised of the COP Manager and the friendly air, land, sea and threat force track managers. The CTF COPM is responsible for developing COP procedures and works closely with the CTF IMO, the COC and JISE watch officers.
D. Tasks, functions, and procedures

1. Use of Collaborative Tools:

a. Inside the CTF AO units will share a common / compatible suite of tools. CTF units will collaborate with each other using a variety of tools, ranging from face-to-face, LNOs and telephone to the limits of technology, including VTC, web pages, group-ware, and virtual environments. The IM and all users must be aware of other users' limitations and "the lowest common denominator and lowest security level" for collaboration across the coalition. This will require special attention within multinational operations. Details on some of the following tools and their use are in Annex F, Collaborative Exchange Requirements. 

(1) E-mail

(2) Newsgroups

(3) Text Chat

(4) Web Sites and Web Pages

(5) Audio

(6) Video

(7) Bulletin Boards

(8) Filing Cabinet

(9) Text Tool

(10)
Whiteboard

(11)
Application Sharing

(12) Document management

(13) Electronic Publishing

b. The Asia Pacific Area Network (APAN) website (www.apan-infor.net ) contains many of the collaborative tools listed above.   They are free to registered users.  APAN can also create password protected virtual collaboration worksites for additional security and privacy.

2. Decision points(DP) and Commander’s Critical Information Requirements (CCIR).  DP are points at which a commander will make a decision and are supported by CCIRs. 

a).  DPs are a tool for the commander to assist him in determining when he will have to make decisions.  One or more CCIR support each decision point and provide a level of measure for determining the potential of a decision point being reached.  The CCIR does not have to be achieved in order to make the decision; they are a guide in the overall Decision process. DPs are covered in more detail in annex A to this chapter.  

a. b.) CCIR are a tool for the commander to reduce information gaps generated by uncertainties that he may have concerning his own force, the threat, or the environment.  CCIRs are prioritized information requirements, identified by the commander, that once answered, enable the commander to better understand the flow of the operation, identify risks, and make timely decisions to fulfill his intent and retain the initiative.  The process is based upon immediate commander notification when significant CCIR-related information comes in or when CCIR in combination establish the need to make a decision. CCIRs aid the commander by reducing information requirements to a manageable set. More importantly, they focus the staff on the exact type and form of quality information the commander requires. Instead of reacting to the threat, commanders are able to maintain tempo by controlling the flow of information necessary to attain understanding within the battlespace. As events unfold, information requirements may change. CCIRs are continuously assessed for relevance to current and future situations. The commander approves CCIRs, but the staff recommends and manages CCIR to assist the commander. CCIRs are covered in Annex A to this chapter.

3. RFIs: Consist of important information requirements necessary for planning or execution that cannot be satisfied with resources available at the command level. Information requirements at the CTF are likely originate in the CPG planning structure (C5 Future Plans, FOPS, or COPS), the Combined Intelligence Support Element, or from a CTF component.  For specific RFI instructions, see Annex E - Requests for Information. 

4. Records Management.  Complete information lifecycle management by functions that create, collect, store, access, retrieve, and dispose of records is required. All records created regardless of media are official records that must be preserved and disposed of per agreement with participating nations within the CTF. These procedures apply to all electronic records systems, whether on desktop or server computers, in networked or stand-alone configurations, regardless of storage media. Electronic records may include data files and databases, machine-readable indexes, electronic spreadsheets, electronic mail and electronic messages, as well as other text or numeric information.

a. Offices of Record.  The cell or section chief ensures all electronic records are maintained properly. This includes ensuring all official records on the computer are transferred to a new storage system prior to redeployment. As a minimum the cell or section chief, working with the IMO, will:

(1) Develop file plans to include structure of shared electronic file systems

(2) Identify the proper retention and disposition requirements for records created and maintained in electronic file systems.

(3) Establish common file naming conventions, especially where official records are on networks or common systems and software are used.

(4) Verify file security settings to limit file access to those individuals with a need to know while preserving document integrity.

(5) Back up files and remove form system as necessary to preserve system capability.  This will be critical in long-term Coalition operations.

(6) All Paragraphs in documents will be annotated with classification and nation sharing data.

(7) All data in databases will conform to predetermined classification and nation releasability information.

(8) If possible electronic publishing should be used to facilitate the publishing of documents across multiple security and national release guidelines to ensure the greatest degree of information sharing in near real time. 

b.
Records Preservation. Upon notification of redeployment, the C6 will save a copy of all the shared electronic files. CTF cell or section chiefs will ensure all records are stored on the shared drives prior to redeployment. Cell IMs will coordinate with the IM and C6 to ensure that all records are saved and provide feedback when accomplished. The saved records will be available for reference and future use.


5.  SIGNIFICANT EVENTS.  Are events that the command should be aware of at all levels.  They will usually be related to DP/CCIR but may in some cases no be.  These events should be tracked in such a way as to tell the full story of the event over time through the use of a threaded event matrix.  There are automated methods available in the form of newsgroups or specially developed tools.  SIGEVENTS that impact a DP/ CCIR will be annotated as such.  


6.  Message Tracking - Orders, RFFs, SITREPS, and P4s must be tracked as they come into the organization or are required to be completed.  The IM must be aware of the status of all message traffic.   Suspense requirements will be monitored and the C3 notified of the status of all messages being worked and where they are in the process.  For information/messages/RFIs in various national channels the appointed national IM officer will provide daily updates to the status to the CTF-IM     

E. Considerations
1. Information Management (IM):  IM is all activities involved in the collection, filtering, fusing, processing, dissemination and use of information for CTF operations. Information that promotes understanding of the battlespace enables commanders to better formulate and analyze courses of action, make decisions, execute those decisions with adjustments to the plan as necessary, and accurately assess the operation.  CTF IM will be focused on providing quality information to support CCTF decision-making.

2. IM Goal: The goal of IM is to provide a timely flow of relevant quality information, enabling the CCTF and staff to anticipate and understand the consequences of changing conditions. IM directs the processes through which information is collected, processed, analyzed, and disseminated. Users establish information requirements. IM is performed at all levels, regardless of the extent of automation. The principles of IM apply in every situation in which a decision is made. 

3. Information Categories: Information is broken down into four different categories (classes): data, processed data, knowledge, and understanding, each of which holds different value, supporting its own role in the decision-making process. As information moves between levels in the information hierarchy it becomes more valuable to the decision-maker. 

a. 
Data: The facts and individual pieces of information (data) that are the building blocks of processed information. This initial class of information is rarely of much use until transformed in some way to give it meaning.

b. Processed Data:  The result of organizing, collating, comparing, processing, and filtering raw data. The act of processing gives the information a limited amount of value. Processed data may have some immediate, obvious and significant value but has not been evaluated or analyzed.

c. Knowledge:  Simply put, is a representation of "what" is happening. Knowledge is the result of analyzing, integrating and interpreting processed data that brings meaning and value to a situation or event.

d. Understanding:  The highest level of information and the most valuable. Understanding is an appreciation for "why" things are happening.  Understanding results when personnel synthesize bodies of knowledge and then apply judgment and intuition to reduce gaps generated by uncertainty to arrive at a complete mental image of the situation. Understanding means we have gained knowledge and achieved situation awareness. Understanding allows the commander to be better prepared to anticipate future events and to make sound decisions, even in the face of uncertainty.

4. Characteristics of Information: The following quality characteristics of information help manage the information flow and filtering by decision-makers and support staff.  They are essential for efficient and effective information exchange in support of CCTF decision-making.

a. ACCURACY - Information that conveys the true situation.

b. RELEVANCE - Information that applies to the mission, task, or situation at hand.

c. TIMELINESS - Information that is available in time to make decisions.

d. USABILITY - Information that is in common, easily understood format and displays.

e. COMPLETENESS - All necessary information required by the decision-maker.

f. BREVITY - Information that has only the level of detail required.

g. SECURITY - Information that has been afforded adequate protection where required.
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5. Information Format.  Recognizing the personality of the commander enables the staff to produce information in a format tailored to the commander’s needs. Some commanders prefer visual products, yet other commanders prefer textual information, while still others may require a combination of several 

products to attain understanding. It is important for the staff to clearly learn which form(s) of information best suit the commander and allow him to quickly gain knowledge that promotes better understanding of the situation.
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6. Filtering Tools.  Information is used to filter the large volume of available data to permit the efficient flow of relevant information throughout the information hierarchy. Initial guidance provided by the commander frames parameters for information filters used by the battle staff to produce useful information. These filters provide the necessary guidance to collect and analyze raw data used to produce information in the form of knowledge. Filtering tools such as commander’s intent, commander’s guidance, and commander’s critical information requirements (CCIR) enable personnel to enhance information flow and support decision-making.  The following picture illustrates the filtering process.
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a.  
Commander’s Intent.  The commander's intent is his personal expression of the purpose of the operation. It must be clear, concise, and easily understood.  It may also include how the commander envisions achieving a decision as well as the end state or conditions, that when satisfied, accomplish the purpose." The commander’s intent establishes the standards by which success will be judged. Through commander’s intent the aims of the commander are articulated and the framework for effective information management is formed. 

b.
Commander’s Critical Information Requirements (CCIRs).  CCIRs are information regarding the enemy and friendly activities and the environment identified by the Commander as critical to maintain situational awareness, planning future activities, and facilitating timely decision-making.  CCIRs focus the staff on the information the Commander needs for critical decision-making and reduces information needs to a manageable set.

c.  
Commander’s Planning Guidance.  Commander's guidance is clear, concise guidance that forms the basis for planning by providing direction for planning. Although not prescriptive in nature, the planning guidance assists the staff to make initial judgments on the ways and means to achieve a decision. Based on experience and judgment the commander articulates clear and concise guidance that helps to focus the information management efforts of the staff and subordinate commanders.

7. Planning, Decision, Execution, and Assessment (PDEA) Cycle.  The PDEA cycle describes the process the commander and his staff use to plan operations, make accurate and timely decisions, direct effective execution of operations, and assess the results of those operations to attain understanding.  It is a framework that supports the commander’s efforts to assimilate information in a chaotic environment to increase tempo through timely and decisive actions.   Decisions are made throughout each phase of the PDE&A cycle.   Understanding is required to support each decision. The CTF Battle Rhythm and Reports Matrix are developed to facilitate the CCTF’s PDE&A cycle. 

8. Assessment.  Assessment involves a comparison between what has been done with what had been planned. As such, "desired results" of the plan are compared to "achieved results" in execution. The differences between the two are recorded to compile data that is refined into information that becomes knowledge, which establishes the foundation to achieve understanding.  Assessment is usually performed to recognize the results of actions and issues generated by previous decisions.  Assessment is a catalyst that enables people to gain knowledge of those results, to achieve understanding of the situation. This understanding is used to support new/planned decisions and is a basis for future actions. Assessment can directly and quickly affect execution throughout the decision-making process. Accurate, timely assessment used to achieve understanding allows the commander to better visualize the command’s success or failure, thus allowing him to make rapid decisions that directly affect execution in current operations and shape actions used to support future plans. 

a. The following terms and definitions are provided for the management of information to achieve the level of understanding necessary to support all aspects of decision-making. 

(1)  Conditions. A condition describes the status of battlespace elements that the commander would ideally like to have in place before executing a decision or moving into the next stage or phase of an operation. Once conditions are defined, actions necessary to satisfy each condition are determined. Conditions are normally identified during the planning process. Conditions are expressed in enough detail to allow personnel to realistically assess progress, yet broad enough to provide commanders flexibility to adjust required actions based on unexpected changes. Conditions are expressed as a positive statement rather than a negative statement to enable personnel to realistically assess status of associated battlespace characteristics. An example of a condition might be "to maintain air superiority".

(2) Measures of Effectiveness (MOE). MOE are those characteristics of the battlespace that comprise specific components of a condition. MOE support highly specific information requirements that satisfy components of a condition. MOEs are defined in terms of indicators and criteria. The establishment of an MOE enables the commander to realistically assess whether or not conditions have been satisfied. An example might be a MOE of our "ability" to maintain air superiority.

(3) Indicators. Indicators are measurable observations that lend themselves to suggest the existence of a condition or CCIR. Indicators are supported by one or more assessment criteria. Staff sections normally identify indicators that suggest the existence of a condition or CCIR. More than one indicator can support an MOE, a condition, or a CCIR. An example of an indicator might be the number of sorties the enemy flies in a defined locale.

(4) Criteria. Criteria attach value to an indication and are established relative to the desired condition or CCIR.  Criteria assist personnel to determine when indicators tethered to a specific MOE or CCIR have been satisfied. Criteria are satisfied by commonly understood procedures, personnel, configuration of systems, training, and network infrastructure capable of sharing that information in a form that is quickly understood. Each staff section is responsible for identification of criteria that supports each indicator for which they are responsible. Timely identification of criteria enables the staff to efficiently allocate resources to routinely produce "quality" information. An example of criteria might be ten or less sorties.

b.
Decision Support Tools. The below tools are used in the decision cycle to aid the staff in assessment:

(1) Synchronization Matrix.  A synchronization matrix is created by the CPG as a planning support tool designed to integrate the efforts of the force across the warfighting functions and to record the results of the Courses of Action (COA) wargaming.  It depicts the diverse actions of the entire force over time that are necessary to execute the COA.  When completed, it provides the basis for an execution matrix.

(2) Execution Matrix. Is based on the post war-game results and the Synchronization Matrix. It provides a convenient and useful listing of key events and tasks that must be conducted by the force to accomplish the mission. The execution checklist allows subordinate commands and supporting and adjacent forces to coordinate their actions and maintain situational awareness. Only critical events and tasks requiring participation by multiple organizations should be included in the execution checklist. Events and tasks should be listed in order of envisioned execution.

(3) Decision Support Template (DST). A staff product initially used in the war-gaming process and is then handed off to COPS for use during execution. The DST graphically represents the decision points and projected situations and indicates when, where, and under what conditions a decision is most likely to be required to initiate a specific activity (such as a branch or sequel) or event (such as lifting or shifting fires).
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(4) Decision Support Matrix (DSM). A staff product initially used in the war-gaming process and is then handed off to Current Operations for use during execution. The DSM provides the detailed data for the DST graphical representation of the decision points and projected situations. Like the DST, the DSM indicates when, where, and under what conditions a decision is most likely 

to be required to initiate a specific activity (such as a branch or sequel) or event (such as lifting or shifting fires).








    Decision Support Matrix
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c. CTF Technique to Achieve "Understanding" is linked to Key Decisions. An example of this process is contained in Annex A DP/CCIR in this chapter on page C7-21

F. IM and the CTF Life Cycle. To more effectively meet the CCTF information needs, recognize that information needs and information management requirements will vary as the CTF is planned, stood up, deployed, employed, transitioned and redeployed.  A life cycle approach to information management within the CTF has several advantages.  First, it permits Information managers to recognize and effectively focus on critical IM tasks in each phase of the CTF life cycle as well as anticipate needs of the next phase. Secondly, it allows information managers to identify and analyze information exchange requirements in the various phases of the CTF life cycle in order to better focus and manage information flow and support through information management systems. 

1. CTF Life Cycle Reporting Requirements. Annex C Reporting Requirements contains the life cycle IERs for the CTF. This information will aid information managers and C-6 staff elements plan, design, and implement effective information procedures and information management systems which will support CTF information needs throughout its life cycle. 

2. Critical IM Tasks and the CTF Life Cycle. Information needs and priority of tasks will vary in degree of importance throughout the life cycle of the CTF. To maintain proper management focus and emphasis, critical IM tasks have been identified in the life cycle of the CTF, detailed below:

CRITICAL IM TASKS, CTF LIFE CYCLE

	PRIVATE
PLANNING
	STANDUP
	DEPLOYMENT
	EMPLOYMENT
	TRANSITION
	REDEPLOYMENT

	1. Appoint IMO

2. Establish Web page

3. Appoint RFI Manager

4. Manage CCIRs

5. Manage RFIs

6. Oversee COP
	1. Activate JIMB

2. IMP Refinement

3. Activate CTPB

4. IMO Training
	1. In Transit Visibility Info 
	1. Execute IMP

2. Manage JIMB

3. Manage CTPB
	1. IM Transfer to New Authorities
	1. Records Management

2. In Transit Visibility Info

	
	
	
	
	
	


G. Information Management Systems.  Information systems must provide effective and secure information exchange within and outside the CTF. This section briefly describes the network information systems supporting the CTF. 

1. Classified networks authorized to process and disseminate information classified as Secret Coalition or below.

2. An unclassified network able to process and disseminate unclassified information. 

3. National Networks. Network established or maintained by coalition countries. Control measures are normally the same as that of all information releasable to that Nation.

4. Coalition Operations Wide-Area Networks (CO WAN). Interoperable networks that are established by Coalition forces as required to support a specific coalition operation. The CCTF and appropriate classification authorities determine the control measures used to protect and disseminate classified information in this network. 

5. Asia Pacific Area Network (APAN).  Offers an unclassified information and collaboration network through its website ( www.apan-infor.net ) which is pertinent to peacekeeping operations and humanitarian assistance and disaster response operations.  Its services are available to registered users and there is no charge for registration.

H. Communication Priorities.  The CTF possesses redundant means of voice communications, data transfer, and functional specific data systems.  The following is a prioritized list of communication means within the CTF:
1.
Voice Communications



b. 
Commercial phones (as necessary for coalition operations)


c.
KY68 tactical lines


d.
Commercial STU III phones if available (C6 must ensure common crypto)


e.
Tactical communications network



(1) 
CTF Command Net



(2)
Intelligence Net



(3) 
Air Coordination Net



(4) 
Theater Missile Defense Net

2.
Data Transfer


a.
Coalition Classified Network



(1)
Homepage



(2)
E-mail


b.
Coalition Wide Area Network (COWAN), as applicable 

c. Modems


d.
FAX (C6 must ensure common crypto for classified transfer)


e.
STU-III file transfer (C6 must ensure common crypto)

K. References

1. ALSA CTF-IM…Multiservice Procedures for Joint Task Force Information Management

2. FM 101-4









3. MCRP 6-23A









4. NWP 3-13.1.16









5. AFTTP(I) 3-2.22

L. Annexes

1. Annex A - COMMANDER'S CRITICAL INFORMATION REQUIREMENTS
2. Annex B - WEB MANAGEMENT
3. Annex C - INFORMATION EXCHANGE REQUIREMENTS
4. Annex D - BATTLE RHYTHM
5. Annex E - REQUESTS FOR INFORMATION 

6. Annex F - COLLABORATION EXCHANGE REQUIREMENTS
7. Annex G - SYSTEM PROTECTION PROCEDURES
8. Annex H - STANDARD NAMING CONVENTIONS
Annex A

DECISION POINTS AND COMMANDER'S CRITICAL INFORMATION REQUIREMENTS

Chapter C-7   INFORMATION MANAGEMENT

A.  Procedures.  The Commander establishes the priorities for information gathering and reporting by establishing the Commander’s Critical Information Requirements (CCIRs).  CCIRs are a prioritized list of information requirements approved by the Commander as critical for Command decision making and are linked to the Commanders decision points(DP).  They should identify opportunities and vulnerabilities that assist the Commander in advising his/her higher and in supporting the warfighter.  CCIRs focus the staff and enhances its ability to filter information.  CCIRs will change as situations change; therefore, CCIR require continuous assessment for relevance to current and developing situations.
1.  The Commander using wargaming techniques and the DSM/DST identifies the decision points necessary for mission accomplishment and for execution of potential branches and sequels.  Once these DPs are identified the Commander then determines the applicable CCIR for each decision point.  Decision points are then reached and decision made when the commander feels that the CCIR justify the need to make the decision. The process is based upon immediate commander notification when significant CCIR-related information comes in or when CCIR in combination establish the need to make a decision.

3. The DPs are further defined by type.  There are two types of DPs: Situational and Standing.  

1) Situational.  Situational DPs develop and change as the situation changes and objectives are met.  Situational DPs are frequently modified or deleted as decision are made on branches and sequels.

2) Standing.  Standing DPs should be applicable for the duration of the operation or exercise and should support the entire operation

2.  The CCIR are used to focus the staff and the command on critical information requirements by which the commander is going to make decisions. CCIR are a tool for the commander to reduce information gaps generated by uncertainties that he may have concerning his own force, the threat, or the environment.  CCIRs are prioritized information requirements, identified by the commander, that once answered, enable the commander to better understand the flow of the operation, identify risks, and make timely decisions to fulfill his intent and retain the initiative.  . CCIRs aid the commander by reducing information requirements to a manageable set. More importantly, they focus the staff on the exact type and form of quality information the commander requires. Instead of reacting to the threat, commanders are able to maintain tempo by controlling the flow of information necessary to attain understanding within the battlespace. As events unfold, information requirements may change. CCIRs are continuously assessed for relevance to current and future situations. The commander approves CCIRs, but the staff recommends and manages CCIR to assist the commander. They are updated as required by the IM plan and are tracked by the staff. CCIR are broken down into the three categories and the three types listed in the next two paragraphs below.  

6. CCIRs fall into the following three broad categories:

a.
Enemy.  Critical items of information required by a particular time that relates with other available information and intelligence, to assist in assessing and understanding the enemy situation.  This category involves indications and warnings (I&W) of the threat intent and/or actions by the enemy.  Examples include information regarding troop movements, changes in opposing force intent or policies.

b.
Friendly.  Information the commander needs pertaining to his assigned forces to make timely and appropriate decisions.  This category includes such information as force closure, critical supply levels, and levels of combat effectiveness.

c.  Environment.  This category includes, but is not limited to, economic, political, meteorological, infrastructure information.  Examples of information are meteorological conditions, condition of the supporting infrastructure, and changes in national policy by the coalition, or neutral governments/forces, and relevant activities of non-governmental and private organizations.

4. Commander’s Critical Information Requirements (CCIR) types.  

a.  Friendly Force Information Requirements (FFIRs). Information the Commander needs about friendly forces in order to develop plans and make effective decisions.  Depending upon the circumstances, information on unit location, composition, readiness, personnel status, and logistics status could become a friendly information requirement. 

b.  Essential Elements of Friendly Information (EEFIs).  Key questions likely to be asked by adversary officials and intelligence systems about specific friendly intentions, capabilities, and activities, so they can obtain answers critical to their operational effectiveness.

c.  Priority Intelligence Requirements (PIRs).  Those intelligence requirements for which a Commander has an anticipated and stated priority in his task of planning and decision making; they often are associated with a decision that will critically affect the overall success of the Command’s mission.

F. The terms “CCIR” and “PIR” are not interchangeable.  PIRs support those CCIRs that are related to the enemy and environment and are the highest order of intelligence requirements.  While a PIR may constitute a CCIR, not all CCIRs are PIRs.  The C2 is responsible for the CTF's PIRs and they can be found on the C2's web site.

B. Responsibilities

1.  
Commander, CTF (CCTF)  

a.
Provides the necessary strategic and operational guidance for the development, maintenance, and actions associated with CCIRs.

b.
Approves CCIRs.

2.  
Chief of Staff.  The Chief of Staff (COS) is the CCIR Process Manager.  The CCIR Process Manager periodically reviews the CCIR Management Plan to ensure it supports the Command’s Planning, Decision, Execution, and Assessment Cycle.  As required, the COS provides the CCIR Manager guidance and direction for CCIR Management.  The COS conducts final review of proposed CCIRs before presentation to the CCTF for approval.

3.  
CCIR Manager.  The C3 is responsible for the processes, procedures, and policies that support CCIR Management. The CCIR Manager may be the IM.  The CCIR Manager will:

a.
Ensures the CCIR support the DPs derived from the Decision support matrix (DSM) and the Decision Support Template (DST).  (An example of this process follows later.)

b.   Ensure the Coalition / Combined Planning Group (CPG) develops and maintains CCIRs in accordance with the CTF CCIR Management Plan.  

c.
Provide amplifying guidance and direction for the development, maintenance, and execution of CCIRs.

d.  Coordinate the efforts of the Battle Staff in the development, maintenance, and decisions associated with the CCIRs. 

e.
Coordinates with the Information Management Officer to ensure the CCIRs are posted accurately and timely on the CTF web site, using format similar to the CCIR Worksheet below.

     
4.  
CPG Sub-Organizations - C5 Future Plans, C3 FOPS, and C3 COPS.  C5 Future Plans has responsibility for the initial development of the CCIR with the C3 FOPS being the "final refiner" of this plan.  C3 COPS ensures the CCIR is published to all participants.   

a.  
Develops, reviews, and modifies the CCIRs.

b.  
Consolidates proposed CCIRs for submission to the CCTF.

c.  
Recommends the Office of Responsibility (OPR) for each CCIR.

d. 
Publishes the Command’s CCIR Worksheet, which defines the information requirements, collection plan, administrative reporting requirements, and recommended courses of action (COAs) that support validated CCIRs.

e.   If an automated CCIR manager is using ensures that it is updated and maintains user rights to the system as applicable.   

(See the Diagram below for an example of CTF format for tracking)

(NOTE) currently PACOM is developing an automated way to track CCIR and DPs You may wish to see what we are doing and incorporate into SOP>
	DP
	CATEGORY

	
	

	
	TYPE

	
	

	INFORMATION REQUIREMENTS
	COLLECTION MEANS
	NOTIFICATION REQUIREMENTS
	RECOMMENDED ACTIONS

	PIRs:

EEFIs:

FFIRs:
	
	
	


CCIR Worksheet

5.
Office of Primary Responsibility (OPR).  CTF staff are assigned for each respective CCIR.

a.
Develops, manages, and executes the CW for each assigned CCIR.  

1.
Determines the information requirements necessary to satisfy their assigned CCIR.

2.
Develops a collection plan that addresses the information requirements for each assigned CCIR.  This portion of the CW will identify collection assets applied to the CCIR or whether another organization has dedicated collection assets against the CCIR.

3.
Establishes the administrative reporting requirements for each assigned CCIR.

4.
Determines and documents in the CW, the recommended courses of action associated with each assigned CCIR.

b.
Reports all CCIR activity associated with its assigned CCIR.

C.  DP/CCIR Management Process.  The CPG develops the proposed CCIRs that support the DPs (C5 Future Plans initial development, C3 FOPS takes initial product from the C5 and refines based upon current operational parameters and CCTF guidance. Then the C3 and the Battle Staff reviews the proposed DPs/CCIRs providing amplifying guidance and direction.  The C3 forwards the recommended DPs/CCIRs to the COS.  The COS reviews the proposed DP/CCIRs and the Commander approves the CCIRs.  Finally, the OPRs monitor assigned DPs/CCIRs and recommend courses of action as a result of CCIR activity.  There are eight phases to DPs/CCIR Management.    

1.
Phase I – Development.  The CPG will develop proposed DPs/CCIRs and will assign an OPR to each proposed CCIR.  The Battle Staff will review proposed DPs/CCIRs and provide amplifying guidance or direction, as required.

2.
Phase II – Validation.  The CPG C5 Future Plans submits the proposed DPs/CCIRs to the COS, through the C3.  The COS concurs with the proposed CCIRs or directs refinement.  Once the COS concurs with the proposed DPs/CCIRs, the DPs/CCIRs are forwarded to the C3 Current Operations Officer for inclusion in the Commander’s Daily Update Brief.  The Battle Staff provides additional clarification or amplification, as required.  The Commander will either approve the proposed DPs/CCIRs or will direct refinement.  The CPG Leader will make appropriate changes and resubmit the proposed CCIRs to the Commander, through the COS.  Finally, the Commander approves the proposed DPs/CCIRs.

3.
Phase III – Dissemination  

a.
The approved DPs/CCIRs are provided to the Information Management Officer (IMO) for dissemination.  The approved DPs/CCIRs are posted to the CTF home webpage and if automated are entered into the system.  The IMO will indicate the date the DPs/CCIRs were approved before posting.  Once the DPs/CCIRs are posted to the DPs/CCIR web page an e-mail alert is sent to the established CTF DPs/CCIR Distribution List.    

b.
The CCIR document file format is as follows if not automated:


         (a) Microsoft PowerPoint or Word document


         (b) File name – CTF CCIR YYMMDD  

If automated then enter all information       

4.
Phase IV – Monitoring  

a.
The OPRs will identify information requirements that satisfy the CCIRs.  The OPRs will develop and maintain the information requirements and collection plan for each assigned CCIR.  The information requirements and collection plan will be reflected in the Worksheet.  

b.
The OPRs should employ current technologies that support effective and efficient information exchange in support of CCIR collection.  They should establish automated search capabilities that facilitate the rapid identification of activity associated with their CCIRs. 

c. OPRs will provide input to change the wording of a CCIR as required by events.

5.
Phase V – Reporting.  

a.
Every staff member has a responsibility to report any activity associated with an approved CCIR.  Any indication that a CCIR has occurred or that one is about to occur will be immediately reported to the OPR.  The OPR will validate the activity through at least two sources when appropriate and time/mission allows.  Once the activity is validated, the OPR will make a voice report to the COS  Battle Watch Captain, and IM.  The IM will update the tracking system if manual, if automated the OPR will update the system.  The IM will log a SIGEVENT as applicable.  The COS will notify the Commander.  The COS will also instruct the Battle Watch Captain to notify the COC, Battle Staff, and components, as required. 

b.
Initial reports can be passed by telephone or in person.  There is no prescribed reporting format; however, applicable information answering the five questions: who, what, when, where, and why, will be forwarded to the Commander, through the COS and Battle Watch Captain, with follow-on reporting to the C3 and other directorates as appropriate.  OPRs will be required to periodically provide supplementary reports.  The Commander will determine the need to transmit information, generated as a result of the CCIRs, outside of the Command.

c.
The OPR provides CCIR activity information to the Current Operations Officer for inclusion in the next Commander’s Update Brief.  CCIRs will be briefed by exception.  In a manual system the brief will delineate between CCIRs that have occurred and CCIRs that are likely to occur by changing the color of the text to reflect the differentiation.  Red will indicate that a CCIR has occurred and blue will indicate that a CCIR is likely to occur in the next 24-96 hours.  Green will indicate proposed or newly approved CCIRs.  If automated, the system will control color and status and OPR will update the CCIR on a 24-hour basis with negative responses necessary.  

6.  Phase VI – Action
a.
The OPR will determine the recommended courses of action associated with their assigned CCIRs.  Reflected in the Worksheet, the OPR will recommend courses of action to the Commander upon CCIR activity.  

b.
The C3 COPS consolidates the recommended courses of action for inclusion in the Command’s CCIR Worksheet and places the Worksheet in the CCIR Public Folder for viewing and collaboration. 

7.  Phase VII – Maintenance
      a.
The CPG (C5 Future Plans - next phase; C3 COPS current phase) will meet to address CCIRs as required. 

      b.
The C3 COPS will consolidate recommended changes to the CCIRs for the current phase and submit the recommended changes by e-mail to the COS, through the C3. For "next phase planning" the C5 Future Plans will consolidate recommended changes and include them within OPLAN briefing sessions to the CoS / CCTF.  The proposed changes to CCIRs for the current or future phases are then validated according to the process defined above.

8.  Phase VII – Archive.  The CPG Leader will archive CCIRs in the CCIR Public Folder, with a link from the CTF web page.

E. Routine Daily Update Folder.  (Only used in non-automated CCIR process and web pages) The CTF Commander will occasionally request information (See RFIs) that are not by definition CCIRs. Procedures for tracking RFIs are contained in Annex F. The responsible staff section(s) assembles and tracks the questions and responses until a complete answer has been provided to the Commander. The purpose behind this is to ensure that only one version of the DP/CCIRs exist.
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F. CTF example of DP/CCIR development.

1. CTF Technique to Achieve "Understanding" is linked to Key Decisions. The following section provides techniques the CTF will use to achieve understanding necessary to support decision-making throughout the PDE&A cycle. This technique demonstrates how quality information provides a level of understanding necessary to support one planned decision (identified by DP-1), but the same technique can be applied to support multiple decisions. 

a). The approved plan identifies key decisions the commander is expected to make during the next phase of the operation. Decision points reflected in the decision support matrix and decision support template (DSM/DST) identify key decisions the commander is expected to make, actions influenced by those decisions and NAIs used to collect information that triggers planned decisions.

b). The commander identifies CCIR to reflect information he needs to gain a level of understanding before making key decisions based on the Decision Points identified on the DSM/DST.

c). Approved conditions are identified to support each stage or phase of the operation.

d). MOE are identified to assist in recognizing when each condition has been satisfied.

e). Indicators to support each MOE are identified. This action enables multiple staff sections to share quality information in a timely manner. Other indicators may be developed to support CCIR directly.

f). Each staff section identifies criteria that support each indicator.  

g). All indicators are managed in a central database (Execution Matrix), created by the CPG (based on the Synchronization Matrix). The IMO will ensure the Execution Matrix is accessible to the entire staff. Staff sections ensure the Current Operations Officer is aware of criteria they need to satisfy established indicators and any changes to that criterion. The COPS OIC ensures all criteria are reflected and data is current (entered by the COC) in the Execution Matrix. The IMO ensures that the Execution Matrix is created in the proper format and is accessible to all required personnel.  The criteria contained in the Execution Matrix forms the foundation for the unit to determine which procedures, training, functional capabilities and network infrastructure are necessary to produce quality information that supports "planned" decisions. If resources are being applied that do not support established criterion, the unit might want to re-evaluate their allocation of collection assets.

h). Understanding the criterion required by each staff section, the Senior Watch Officer (SWO) and the entire staff are able to effectively manage information during execution. A Decision Support Template and Decision Support Matrix (DST / DSM) are created by the CPG (J5 Future Plans and FOPS). The IMO will ensure these are accessible by the entire staff. The COPS OIC ensures all criteria are reflected and data is current (entered by the COC) in the DST. The IMO ensures that the DST is created in the proper format and is accessible to all required personnel.  By applying the DST to automated functional capabilities such as GCCS (Chart), TCO, or IOW, the SWO is better prepared to recognize when actions by friendly forces, the threat or environment are about to trigger DPs. If the information required to satisfy the designated indicator, MOE, or CCIR has not been previously provided, the SWO will contact the responsible staff section(s) for the information required to support the DP’s associated information requirements. If the staff section does not have the information immediately available, the SWO tasks the responsible staff section(s) to provide it within a designated time. The time frame is contingent upon the situation, event or activity each DP supports. Based on the time-hack, the staff section(s) quickly re-allocate and focus resources they deem appropriate to provide the information that supports the planned decision. If the staff section(s) anticipates the information will not be available within the prescribed time frame, they provide the SWO with the information they currently possess (partial information). This incomplete picture is updated accordingly by the staff section(s) until the decision is made.

i). Once the commander makes his decision, the staff is able to recognize additional criteria and indicators necessary to support resulting actions. Recognizing the criteria and indicators directly linked to each decision allows the entire battlestaff to determine the type of information that needs to be shared among the staff sections to satisfy MOE and CCIR in a timely manner. It is important to note that CCIR are continuously managed and updated accordingly to support decisions for current and future planned events or situations. 

j). This technique allows personnel to effectively manage information necessary to satisfy each CCIR and established conditions that directly influence planned decisions. It ensures the staff maintains a common understanding as to what information supports CCIR, who needs the information, and how/when that information needs to be shared with others to support key (planned) decisions. In this technique, raw data is derived from multiple sources and processed by different staff sections to gain knowledge of criteria that is used to satisfy indicators that support specific CCIR. Knowledge provided by each CCIR enables the commander to achieve a level of understanding and increases his situational awareness (SA) to the point where he feels confident enough to make a sound decision. 

b. The following sources of information are necessary for the commander to gain knowledge of the situation, attain understanding and make the decision reflected by DP-1 

1) Assessment criteria are identified by several staff sections to support indicators that satisfied a specific Friendly Force Information Requirements CCIR (designated as F-2).

2) Assessment criteria are identified by various staff sections to support indicators that satisfied a Priority Intelligence Requirements related CCIR (designated as P-2).

3) Assessment criteria are identified by several staff sections to support indicators that satisfied an Essential Elements of Friendly Information related CCIR (designated as E-1).

4) All four staff sections identified criteria necessary to support the two indicators that satisfied the one MOE (MOE 2-B) that supports condition 2.

5) Knowledge provided by the three CCIR (F-2, P-2, E-1) and the information that satisfied the single MOE (MOE 2-B) allows the commander to attain a level of understanding he requires to make the decision reflected by DP-1. The actions that result from this decision are described by the DSM/DST and updated by the SWO working closely with the personnel developing the next stage or phase of the operation. 

Additional criteria, indicators, MOE conditions, and CCIR are described by the figure below to support all other planned decisions contained in the DSM / DST. 
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c. Planned Decisions. Planned decisions are developed during the planning phase by the CPG and implemented by the Current Operations Officer during execution. Decision points (DPs) identify major preplanned points in time or space where actions are anticipated. FFIRs, PIRs, and EEFIs influence those key decisions. Understanding the type of information necessary to support "planned" decisions enables the unit to implement effective and efficient information management procedures. These procedures enable the commander and staff to clearly identify what type of information is required, who needs it, when it needs to be shared, and the format.

d. Decision Support Application for Planned Decisions. The following technique (see Figure U-7) demonstrates how personnel can identify and manage quality information to support planned decisions (identified by DP-1). 

(1) The plan is developed with decision points identified at key junctures during execution. The decision support matrix and decision support template (DSM / DST) will be prepared, reflecting the DPs and any associated NAIs. 

(2) CCIR are identified by the commander for FFIR, PIRS and EEFI to reflect his information needs for each DP and NAI.

(3) Indicators are developed by each warfighting function for each CCIR.

(4) NAIs are developed on geographic locations for intelligence collection assets to monitor that would confirm or deny enemy activity/indicators for the appropriate PIR CCIR. Report requirements are determined for subordinate commands that will support the FFIR and PIR and EEFI CCIRs.

(5) As each indicator is collected, the appropriate warfighting function staff element disseminates the information immediately to the COC, flagged as input to the CCIR, and triggering the decision-making process. 

(6) As indicators flow in and understanding develops, the Senior Watch Officer (SWO) consults the DSM / DST to determine what preplanned solutions are still valid. These facts are then placed before the commander who applies his judgment and intuition to the information to make the decision.

e. Spontaneous or "Unplanned" Decisions. Spontaneous or unplanned decisions are those decisions generated by unexpected or unplanned actions or activities. The purpose of COA war-gaming is to identify environmental factors and enemy activities that could affect the friendly course of action, and to develop branch plans to address these possibilities. However, combat is full of uncertainty. Potentially, planners could develop multiple branch plans, be intimately aware of friendly, threat, and environmental actions, reactions and counteractions, and still be surprised. When the plan is executed, the threat could perform an unexpected action or activity that would require a completely new branch plan to be developed and executed. In this example, the commander and staff planners armed with the knowledge and understanding gained by developing the numerous branch plans are now better prepared to observe, orient, and react with "unplanned" decisions. Knowledge and understanding of current and anticipated actions by the threat, friendly forces and the environment enables the commander to make sound, timely decisions that controls tempo…even in the face of uncertainty. IM must be flexible enough to provide information that supports both planned and reactionary (unplanned) decisions for which no prior planning could be conducted.  SIGEVENTS not related to CCIR should fall into this category and will focus the Command and staff on the requirement for potential spontaneous decisions. 

f. Decision Support Application for Unplanned Decisions. This thought process (see Figure U-8) demonstrates how personnel identify and manage quality information to support unplanned decisions. It is used when events occur during executions that were not accounted for during planning.

(1) Indicators are generated as an event develops. Some of these indicators are collected and reported in accordance with commander’s guidance and intent as articulated during planning.

(2) This information is reported, the COC will at some point in time recognize that an event is occurring that is not on the DST / DSM and for which no planning has been done. 

(3) Recognition of an unplanned event requires new plans and decisions to be made. This action generates new information requirements from the commander and staff. These information requirements focus on the impending event indicators to determine timing, location, disposition, and/or status of the event, and its probable outcome.

(4) Once sufficient information is collected on the indicators, an understanding of the event is developed. This understanding enables the commander to make an informed decision and control tempo despite unexpected events.
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Annex B

WEB MANAGEMENT

Chapter C-7 FORMATION MANAGEMENT 

 

A. General.  Theater standardization of the CTF and subordinate site Web Based Information Management System is necessary for rapid exchange of critical information among participating CTF nations.  The CTF web page will be structured following an agreed upon format coordinated by the Supported Strategic Commander (or CTF commander).   Shown below is an example of such a page (not intended to be the default for this SOP, only shown for example purposes.

  
B. Procedures
1. As CTF planning begins and a potential crisis unfolds the Supported Strategic Commander and supporting commands / agencies will provide input for the Supported Strategic Commander's / CTF Crisis Action Page.  Key products and links will be established.  Upon designation and activation of the CTF and CTF components, these units will input and maintain their applicable sections of the Supported Strategic Commander's / CTF Crisis Action Page with their products and links. This can be a consolidated web page or can be separate web pages.  Each individual or organization assigned a link or section on the web page is responsible for ensuring the information is current, accurate, relevant, brief, and timely.  The posting individual or organization is also responsible for maintaining updates for the information and page as they unfold.  The CTF C3 is responsible overall for the Crisis Action Web page accuracy and maintenance.

2. The use of an "information pull" policy for the web site reduces bandwidth required for passing information and allows decision-makers to assimilate the information without becoming overwhelmed.  Files should be posted to the web page and not routinely sent as attachments to e-mail. E-mail or other flags can be used to "push" an alert to decision-makers and web users for "hot" and newly posted information. 

3. The CIMB members at each tier will collaborate to ensure all "reporting requirements" are met.

4. The following Standing Business Rules apply for designing and using the Crisis Action Page:

a. Simple, standardized, intuitive

b. Will be "customer focused" and provide the same information in variable formats as required by the type of user.  

c. Relevant operational information only: address the issue, estimated time to resolve, and operational impact 

d. Clicks will provide added value for the user.  

e. Include legends to define labeled decision points; for example, define the difference between "critical", "routine", or "irregular" on a chart showing intelligence indications and warning of country "X".  Ensure the decision-making user understands the input being provided.

f. Provide virtual briefs instead of PowerPoint slides, dynamically updated by the web page subject matter expert.  Provide data that automatically fills in the fields of a previously prepared slide, but does not retransmit that slide.

5.
Document Control.  

a.
Each web page owner or Webmaster is responsible for the currency and accuracy of information posted on his or her page(s).  

b.
The web page owner or Webmaster will archive the files, information, and data on his or her page(s).  As page and information changes occur, the page owner or Webmaster should establish a database, directory, or link to a running history of the archived information.

c.
Other page owners and users should not copy or reproduce files or data from another web page. Instead, they should construct a uniform resource locator (URL) link to the information source page.  This will ensure the information is updated and remains current and will avoid duplicate and contradictory postings.
6.
Posting Documents to the Homepage.  Access to post, edit, or change information on the Homepage must be limited to authorized personnel specifically designated by the CTF headquarters, staff, or component Information Manager.  Posting authority for information on the CTF Headquarters Crisis Action Pages is the COC Director.  Posting manager for all information in the CTF Headquarters Crisis Action Pages is the COC Information Manager.  Authority for posting and management of information on section and component pages and links resides with the Director and Information Manager at each of the CTF staffs, CTF components commands, and agencies / cells as applicable. 

7.   Authorized personnel will be given "Super user" rights and issued a User ID and Password for specific pages or portions of the Homepage.  Information can be posted by authorized Information Managers or webmasters for each page using established procedures.  

Annex C

INFORMATION EXCHANGE REQUIREMENTS - REPORTING

Chapter C-7   INFORMATION MANAGEMENT 

 

 

A. Purpose.  Outline the CTF reporting requirements, policy for information protection, and data storage.

B. Procedures / Format.  Information will be exchanged internally among boards, centers, cells, and elements, and externally with higher headquarters, components and external agencies using "information pull" procedures. 

1. Information will be posted on the web at prescribed times in standard formats for common review and use in decision-making.  

2. In addition to posting on the web, critical time-sensitive information and updates should be highlighted by a separate e-mail or announcement to intended receivers, noting the new posting or update.

3. The "format template" below will be used to list the established reports within the CTF.  The reports shown below are "examples only" and not intended to act as "standardized reports" for the CTF.  This will be developed and published upon activation of the CTF.

4. As automation becomes more available some reports may be entirely web driven so that both external and internal distribution is though the web 

	Report Title
	Submitted By

(Source)
	Submit

As Of
	Arrive 

NLT
	Submit

To
	External Distribution
	Internal Distribution
	Precdnc
	Copy 

to

	CPERSTAT
	Component
	0001
	0900
	J1
	Email/WEB/

Pub Folder
	Email/Pub Folder
	Routine
	 

	CASREP
	Component
	as rqd
	as rqd
	J1
	Email/WEB/

Pub Folder
	Email/Pub Folder
	Routine
	 

	EPW/CI/DET
	Component
	2300
	0500
	J1/PMO
	Email/WEB/

Pub Folder
	Email/Pub Folder
	Routine
	 

	INTEL RFI
	Any
	as rqd
	as rqd
	C2
	Web/Coliseum
	Web/Email
	Priority
	 

	INTEL RFI
	CTF
	as rqd
	as rqd
	C2
	Web/Coliseum
	WEB/Email
	Priority
	Fires

	Captured Material
	Component
	as rqd
	as rqd
	C2
	Email/

Pub Folder
	WEB/Email/Pub

Folder
	Priority
	 

	INTSUM
	Component
	1100
	1300
	C2
	Web/AUTODIN
	WEB/Pub Folder
	Routine
	 

	INTSUM
	CTF
	1300
	1500
	CINC
	Web/AUTODIN
	WEB/Pub Folder
	Routine
	Fires

	SPOT
	Component
	as rqd
	as rqd
	C2
	Web/AUTODIN
	Msg/C2PC/

Phone
	Routine
	 

	Collection Emphasis
	Component
	as rqd
	as rqd
	C2
	Web/AUTODIN
	AUTODIN/WEB Pub Folder
	Routine
	 

	Collection Emphasis
	CTF
	as rqd
	as rqd
	CINC
	Web/AUTODIN
	AUTODIN/WEB

Pub Folder
	Routine

 

 
	 

	SITREP (Cmdr’s Sit Report)
	Component
	per Battle Rhythm
	per Battle Rhythm
	C3
	Web/AUTODIN
	Msg/email/

phone
	Priority

 

 
	COC

	CTF Cmdr’s SITREP
	CTF
	per Battle Rhythm
	per Battle Rhythm
	CINC
	Web/AUTODIN
	AUTODIN/Email/

Pub Folder
	Priority

 

 

 
	Fires, COC,

	Orders (FragO, WarnOrd, Opord)
	CTF
	as rqd
	as rqd
	ALL
	Web/AUTODIN
	AUTODIN/web/

Pub Folder
	Priority
	Fires, COC

	RFI (NON INTEL)
	Any
	as rqd
	as rqd
	IMO
	Web/Email/Pub Folder
	WEB/Email/Pub Folders
	Priority
	COC

	Civil Affairs
	Component
	1000
	1200
	J5
	Web/AUTODIN
	Email/Pub Folder
	Routine
	 

	Engage Stat
	Component
	0400/

1000/

1600/

2200
	0600/

1200/

1800/

2400
	C3
	Web/AUTODIN
	Email/ Pub Folder
	Priority
	 

	SAMREP
	Component
	0400/

1000/

1600/

2200
	0600/

1200/

1800/

2400
	C3
	Web/AUTODIN
	Email/ Pub Folder
	Priority
	 

	SIG Events SPOT REP
	Component
	as rqd
	as rqd
	C3
	Web/AUTODIN
	Email/Pub Folder
	Priority
	COC

	Target Info
	Component
	as rqd
	as rqd
	C3
	Web/AUTODIN
	Email/Pub Folder
	Priority
	Fires

	Target Bull
	CTF (CFFC)
	as rqd
	as rqd
	C3 
	Web/AUTODIN
	Email/Pub Folder
	Priority
	Fires

	PSYOP REP
	Component
	2400
	0200
	C3/CWIC
	Web/AUTODIN
	Email/Pub Folder
	Priority
	 

	NBC-1
	Observer
	as rqd
	as rqd
	C3
	Phone/Email
	Phone, Email
	Flash
	 

	NBC-2
	Component
	Event 

+ 2
	Event 

+ 3
	C3
	Email
	EMail
	Immediate
	 

	NBC-3
	Component
	ASAP
	ASAP
	C3
	Email
	Email
	Immediate
	 

	NBC-4
	Component
	ASAP
	ASAP
	C3
	Email
	Email
	Immediate
	 

	NBC-5
	Component
	Survey Complete
	Survey Complete + 2
	C3
	Email
	EMail
	Immediate
	 

	NBC-6
	Component
	When Requested
	When Requested + 1
	C3
	Email
	EMail
	Immediate
	 

	LOG SITREP
	CTF
	0500
	0800
	CINC
	Web/AUTODIN
	Email/Pub Folder
	Routine
	JLRC

	Munitions Report
	CTF
	0500
	0800
	CINC
	Web/AUTODIN
	Email/Pub Folder
	Routine
	Fires, JLRC

	Bulk POL
	CTF
	0500
	0800
	CINC
	Web/AUTODIN
	Email/Pub Folder
	Routine
	JLRC

	MIJI
	Observer
	as rqd
	as rqd
	C2/3/6
	Web/AUTODIN
	Email/Pub Folder
	Immediate
	 

	FREQ INTER Report
	Observer
	as rqd
	as rqd
	C6
	Web/AUTODIN
	Email/Pub Folder
	Immediate
	 

	COM SPOT
	Comm Site
	2400
	0400
	C6
	Web/AUTODIN
	Email/Pub Folder
	Priority
	 

	COMM STAT Summary
	Component
	as rqd
	ASAP
	C6
	Web/AUTODIN
	Email/Pub Folder
	Routine

 

 
	 

	CTF-CCC Report
	C6
	Daily
	0800
	CINC
	Web/AUTODIN
	Email/Pub Folder
	Routine

 

 
	 

	Civil Affairs SPOT Report
	Component
	as rqd
	ASAP
	J5
	Email
	Email/Pub Folder
	Priority
	 

	Civil Affairs Resource Report
	Component
	2400
	0600
	J5
	Email
	Email/Pub Folder
	Routine
	 

	Dislocated Civilian 
	Component
	2400
	0600
	J5
	Email
	Email/Pub Folder
	Routine
	 

	Legal Report
	Component
	2400
	0400
	SJA
	Web/AUTODIN
	Email/Pub Folder
	Routine
	 

	Public Affairs Report
	Component
	1800
	2000
	CMOC
	Web/AUTODIN
	Email/Pub Folder
	Routine
	 

	Medical SITREP
	Component
	2400
	0400
	Surgeon 
	Email
	Email/Pub Folder
	Routine
	JLRC

	Air EVAC REQ
	Component
	as rqd
	ASAP
	C3
	HF Secure
	HF Secure Email/Pub Folder
	Priority
	Fires

	Air EVAC Response
	Component
	as rqd
	ASAP
	C3
	HF Secure
	HF Secure Email/Pub Folder
	Priority

 

 
	Fires

	Air EVAC Confirm
	Component
	as rqd
	ASAP
	C3
	HF Secure
	HF Secure Email/Pub Folder
	Priority
	Fires,

	RFA
	Any
	as rqd
	as rqd
	C3
	Web/Email/Pub Folder
	Web/Email/Pub Folder
	Priority
	Fires, COC

	OPSUM
	CTF
	per Battle Rhythm
	per Battle Rhythm
	C3
	Web/Email/Pub Folder
	Web/Email/Pub Folder
	Routine
	COC

	 
	 
	 
	 
	 
	 
	 
	 
	 


5. Data and information creation.  

a.
Text documents will be created in Microsoft Office (VERSION?)format, then saved and stored in HTML or PDF format to facilitate web posting and minimize file size.

b.
Web pages must be compatible with both Internet Explorer (VERSION?)and Netscape 4.0 - or the current versions that is applicable for the time period the CTF is activated..

5.   Data Storage. As reports are updated or superseded, the newest reports will be posted "on top" and the older, superseded reports will remain posted in an archive so web users and decision makers can refer to prior reports as necessary for chronology. If databased all reports will be date/time stamped making it possible to track changes in status over time.
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Annex D

BATTLE RHYTHM

Chapter C- 7  INFORMATION MANAGEMENT

A. Purpose. The CTF Battle Rhythm serves to optimize tempo and unity of effort while at the same time lowering friction in a deliberate Battle Rhythm.  The complexity of the decision-making process requires a predictable schedule that focuses the staff effort on providing the commander with the right information in the right format at the right time.  The Battle Rhythm also facilitates the flow of information through the various boards, centers, elements, and cells — at all levels because all subordinate elements can predict when information is required.  Effective CTF operations require one synchronized, strategic, operational, and tactical Battle Rhythm.

B. Responsibilities.  Battle Rhythm is developed in the COC and published by the Information Manager.  Procedures and concerns related to building the Battle Rhythm are addressed in detail in Chapter B-5, Annex B, and Appendix 2 of this SOP.

C. Organization.  Information regarding battle rhythm is posted and disseminated via the web by the Information Manager, based on CCTF, COC, and Higher Headquarters requirements.

D. Tasks, functions, and procedures
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1. 
The CTF Battle Rhythm reflects time(s) of day for recurring events and is an essential element in ensuring information is available when and where it is required. Each CTF Staff directorate and component liaison officer should review the Battle Rhythm and develop an information flow chart, backward-planned from major events, to assure information is provided in a timely fashion. Battle Rhythm should reflect key elements of mutual influence for higher and lower HQ. 

2.
Battle Rhythm can be shown in a number of styles as detailed in the following examples.  The first example (above) illustrates the CTF Battle Rhythm adjusted to synchronize with the Supported Strategic Commanders requirements to feed information to the Lead Nation National Command Authority (NCA).  Note how once a Battle Rhythm is decided on, it can be adjusted like twisting the bezel ring on a compass.  This is what allows the CTF to fight its way and at the same time satiate higher headquarters’ need for information (Note that this is a simplified diagram – some events have been removed to simplify and show concept).  Note how the circular style leaves maximum room outside the circles but inside the rectangle of the paper for text descriptions that can be positioned on the “clock” via a line.

3.
The second example (below) illustrates a CTF HQs and the CTF components. It shows the synchronization of "actions" with its CTF headquarters, and, what and when its subordinates would have submission requirements.  Note that an awareness of the flow all the way to the Supported Strategic Commander is present.  Instead of a rotating bezel ring, this Battle Rhythm is linear and can be slipped left and right to adjust to HHQ (also shown to demonstrate different styles of presentation). 
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4.
The CoS directs a daily ops cycle (see figure next page) to adjust the CTF Battle Rhythm to day to day requirements, availability of commander(s), VIP visits, and briefing requirements that arise as the result of the phasing of the battle, etc.  Examples of why the basic Battle Rhythm would need to be modified include a major confirmation brief on an upcoming phase of the operation, a commanders’ meeting requiring formal briefs might take the place of one of the normal daily briefs, etc.  Likewise, if FOPS or C5 Plans were developing a product that would take several days to prepare, their daily brief would probably be deleted from the daily schedule.    Obviously, if the CCTF is going to be unavailable during the time that he would normally get a decision brief, then that brief would have to be rescheduled, as would the rest of the processes that either feed or follow the subject brief on the Battle Rhythm.




4. Within the CTF, each staff section creates and publishes its own schedule in order to receive information, analyze it, and have it available at the time required by the CCTF’s Battle Rhythm.  This is sometimes called the Planning Rhythm for individual staff codes, boards, cells, or committees. A Planning Rhythm corresponds with, nests into, and supports providing the right information at the right time to the CTF Commander in accordance with his Battle Rhythm.  Like the CTF Battle Rhythm, a J-section Planning Rhythm is a powerful friction-reducing tool that enables subordinate staffs to anticipate and prepare ahead of time instead of having to react to requests for information from HHQ. 

6.
The chart below shows static correlation between the Supported Strategic Commander's battle rhythm and a subordinate CTF in a CTF AO that is five hours behind and a day ahead to stress the "time differences" within the vast area of the Asia-Pacific AO. The Supported Strategic Commanders battle rhythm is keyed to the Lead Nation's NCA requirement.  Regardless of whenever the CTF battle rhythm shifts, it must stay aligned with the Supported Strategic Commanders battle rhythm, i.e., 1200 daily, 0000, or whenever.  Other considerations for battle rhythm shifts:

a.
Rate of transit (if afloat) 

b.
Who initiates the shift

c.
How is it disseminated ahead of time to everyone affected, especially the CTF's subordinate components and supporting organizations 

d.
How notification that the time shift has occurred is published.






Annex E

REQUESTS FOR INFORMATION (RFI)

Chapter C-7  INFORMATION MANAGEMENT

 

A. Purpose.  Effective RFI procedures provide the CTF an “information pull” mechanism providing requestors access to a variety of vital information.  A responsive RFI process is dependant upon each level in the chain of command actively participating in RFI management and validation.  

a.   A uniform way of submitting and tracking RFIs, including status history must be developed within the CTF HQs.  The preferred manner of achieving this task is via a "web driven databased" RFI system.  

b.  This Annex assumes that a "web driven databased" RFI system can be achieved, and outlines this as a "starting point" to move from upon activation of a CTF.  Such systems must be simple to learn, simple to use in actual situations, and assist the CTF HQs in RFI management.

c.  If  it is simply not possible to attain such a system initially, at the minimum, a centralized and manual RFI tracking system must be maintained upon activation of the CTF HQs.  This system that is supplemented by action officer and CTF component manual RFI tracking systems.  Manual systems, if used, should be replaced by simple "web-based" systems as soon as possible and be used throughout the CTF command to support distributed planning, coordination, and collaboration.

B. Process

1. Internal OPT/CPG Processes. The CTF Planning Cells (C5 Plans, C3 FOPS, and C3 COPS) will develop many information requirements throughout the course of their business. Initially, these information requirements will be unfocused and varied. Also, many of these information requirements will be satisfied immediately by subject matter experts present in the cells. As the planning process proceeds, these information requirements will become more focused and important.  Of these information requirements, some will remain unanswered in the cell. Each cell leader will develop a mechanism for capturing, managing and tracking these information requirements. The staff representatives and subject matter experts in each cell must take these unanswered and important information requirements for their functional area and, through staff actions, research an answer to each. The staff officer given responsibility for satisfying a particular information requirement, to the maximum extent possible, shall exhaust all available resources to include local information, other staff officers, other command sections, on-line services (libraries, databases, repositories), and other organizations (higher, adjacent, subordinate, supporting). The RFI Management process is not a replacement for good staff work and should not be used to satisfy an information requirement that is merely inconvenient or difficult to satisfy. Once the action officer determines that he is unable to satisfy the information requirement using all available resources, he will search the RFI system to determine if this RFI has already been submitted and is being worked. If not, he will either submit the RFI into the RFI system himself or recommend the cell's RFI manager do so.

2. Internal Staff Section Processes. On occasion, staff sections will have a need satisfy internal information requirements. Each section and subordinate command appoints an RFI manager as a primary point of contact for IM matters. In most cases, the staff or section RFI manager can be the Information Manager.  If members of a cell or staff section cannot satisfy these information requirements, they, too, can use the RFI submission form in Outlook to submit the RFI into the RFI system. Note: The staff section will be responsible to submit RFIs to the agency and will info the CTF RFI manager. The CTF RFI manager will validate RFIs to insure there is no redundancy and in correct format.

3. CTF Component Processes. Each Component appoints an RFI manager as a primary point of contact for RFI matters. May be a commissioned or staff non-commissioned officers regardless of rank or specialty. Components shall institute a mechanism to manage RFIs within their command. Upon confirming that an information requirement is critical to the planning or execution at their level and that the information requirement cannot be satisfied at their level, Component RFI Managers will use the RFI submission system to submit the RFI. Note: The Component RFI manager will be responsible to submit RFIs to the agency and will info the CTF RFI manager. The CTF RFI manager will validate RFIs to insure there is no redundancy and in correct format. The Component RFI manager is a non-T/O billet, normally a secondary duty assigned to an individual in the C3. Responsible for receiving and submitting RFIs to the appropriate authority for resolution. Develops and manages a tracking system to ensure RFI are processed and responses expeditiously disseminated to the requester.

C. Procedures
1. RFIs fall into two categories:  Intelligence RFIs and All Others.

2. The requestor and RFI manager at each echelon in the chain of command, will ensure that the RFI clearly specifies and delineates the perceived need, exceeds the local available intelligence sources, is not duplicative of existing or previously submitted requests, and fills a valid need. Final disposition and responses to the RFI rests with the lowest level of command capable of responding to the request.

3. The CTF staff directorate RFI manager submits RFIs to the CTF RFI manager by posting it to a web page submission form and tracking system. The CTF RFI manager processes the request and forwards it to the appropriate agency for resolution. Each directorate is responsible for monitoring their RFIs and closing requests.

4. Components submit RFIs to the CTF HQ that are beyond their capability and staff resource to answer. 

5. Components submit intelligence related RFIs to the CTF C2 RFI manager in accordance with established networking procedures for classified information within the CTF HQs. Components submit operational related RFIs to the CTF operations RFI managers via secure e-mail/web pages or other approved means if this is not available.

6. An RFI can result in a response to the requestor, or identify a requirement for collection, exploitation, production, or dissemination. RFIs are not to be used in lieu of appropriate collection tasks when collection is required or requests for imagery. 

7. RFIs should be returned to the originator, as "answered" and the originator should close the RFI upon receipt and review of a satisfactory response

8. Submission:

a. Requests for information are submitted via standard CTF web and collaboration systems.  The following view of the RFI Management System shows a list of requests that are in process.

b. Requests for information are submitted by filling in the form. The Information Management Virtual Team is responsible for managing this system. The Virtual Team consists of the on-watch Information Managers.

9. RFI Guidelines:

a. Limit RFI to one question per request.

b. State RFI as a specific question and provide sufficient detail so the request is completely understood.

c. Resubmit the RFI with additional comments or clarification, if a RFI is not completely answered. 

d. Submit a new RFI if additional information is required. 

e. Spell out acronyms the first time they are used.

f. Pass staff action RFIs to appropriate staff section.

g. Obtain approval from the chief of state for the specific format for RFIs.

i. Include the following information in RFI request:

(1) Classification.

(2) Priority. (Routine, Priority, Immediate, or Flash).

(3) Time/Date.

(4) Required not late than (NLT).

(5) Requestor.

(6) To (who should answer).

(7) Subject.

(8) Amplifying Data (question).

(9) Recommended method of transmission.

j. Intelligence related RFI requests (RFIs) include:

(1) Narrative description.

(2) Justification.

(3) Sources consulted.

(4) Date desired.

(5) Latest time information of value (LTIOV).

(6) Classification of response (desired class and accepted class).

(7) Remarks (any additional information not included in the narrative).

(8) POCs (include both the CTF RFI manager as well as the requestor).

13. The All Others RFI tracking log is a web-based database system. The purpose of this log is providing CTF-wide visibility of the submitted RFIs and the status of responses.  Shown below is one example (note: this IS NOT the CTF standard RFI tracking log, is shown for "example only").
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Annex F

COLLABORATION EXCHANGE REQUIREMENTS

Chapter C-7   INFORMATION MANAGEMENT

 

A. Purpose.  Define and prescribe a collaboration environment for recommended exchange requirements between the CTF HQ and other commands/organizations as technology provides more robust and reliable collaborative tools.


B. Process.   The process consists of those actions taken in a collaborative environment to support the idea that collaboration in a virtual environment can be accomplished in much the same way as it is in a physical environment. Essentially, the process comprises those events, actions, meetings, and collaborations that must happen in deliberate planning, crisis action procedures, and sustained operations in order for the CTF to succeed.  The collaborative environment is 80% asynchronous and 20% synchronous.  This equates to a majority of the collaboration effort being done through messages, email, newsgroups and WebPages.

C. Network.   The informational network is the means by which the CTF organizational elements electronically link, distribute, and share information. It requires no specific hardware as it uses desktop computers and will use the Internet and Intranet networks for varying forms of collaboration.  Internet usage will include some form of encryption software / hardware to maintain some form of accredited classified information levels within the CTF (i.e. MNF Releasable, etc.).  A set of mature / refined collaborative tools may provide the software to provide network functionality; however, simple collaboration can also occur with LNOs using email, newsgroups, and basic communication devices. 

D. Collaborative Environment
1. Virtual environments provide workspace where the command and control planning processes can occur.  Additionally, the virtual environment provides a space where operations and intelligence functions can be more easily integrated by facilitating the information exchange between the two disciplines.  The virtual environment also provides a means for components to access the expertise available on the network. 

2. The virtual environment described here provides a starting configuration for executing the collaboration processes for a CTF HQs.  This is not "binding" or "prescriptive" guidance that is being presented.  Rather it is ONE WAY that a collaborative coordination and planning can be established.

3. Most collaborative tools provide a building metaphor (framework), where floors and rooms are used to represent physical locations and various functional or subject matter areas.  This metaphor fosters the idea that collaboration in a virtual environment can be accomplished in much the same way as it is in a physical environment, i.e., visiting the "location" of the individual with whom coordination is desired.

4. The virtual environment consists of a building that is located within the network server. Within that building there are different floors depending on which collaborative tool being used. (See user manual for specifics on tool of choice!) Virtual rooms are where the work is being done. They provide a persistent and virtual workspace for the members to gather, exchange information, store information, and resolve conflicts. Common to all rooms is a standard set of collaborative tools that are discussed in the sections that follow. 

5. Common issues and strategies for collaboration:

a. Virtual Synchronous collaboration (VTC) is no different than a regular meeting except the personnel are not in the same room,  The normal requirements for a meeting are still pertinent.  Meeting objectives, times, location, attendees, and procedure should all be defined ahead of time and provided to all participants.

b. Begin the collaborative session with a roll call and audio check. When practical, conduct the audio check prior to the meeting to ensure the team follows the timeline for the day.  All personnel should ensure that MICs are off.  

c. Stay focused.  The team leader is responsible for facilitating subject matter and content and for ensuring collective participation.

d. Keep comments professional and relevant.  If someone makes a an inappropriate comment, contact the person via text chat and tell them that the comment was unacceptable. Think about how you would handle a similar situation if you were face to face.

e. Have patience.  There may be some problems during login: slow network connections, inexperienced users.   Allow a thirty-minute window for login and communication checks prior to the designated meeting time, especially for new or inexperienced teams.  As virtual team members becomes more experienced with the software and network capabilities, time can be reduced. 

f. Be timely. The team leader is responsible for setting policy and procedures on timeliness and member absence.  Discuss these issues as a team, and reach consensus on the following:

(a)  How long do you wait for someone who hasn’t logged-in yet?

(b)  What procedures will your team follow if someone is disconnected from the session due to network problems? Do you continue to collaborate? Should someone call telephonically to get a problem report?

(c)  If you leave the computer, let the group know so they know why you’re not responding to audio or text chat.

(d)
There are numerous techniques to notify the group of your departure: post a note on the virtual bulletin board; announce it with audio to the entire group; announce it with audio to just the team leader; announce it with text chat to the whole group, or just one person. 

f. Keep track of participants.  If you haven’t heard from someone in a while, check-in and see if they’re still there. 

E. Collaborative Tools.   In spite of the availability of sophisticated collaboration tools, the human element is the most important factor for collaboration effectiveness.  Employment of the tools should be consistent and in accordance with the standards and protocols in this SOP.

1.
Assumptions.  The following procedures and strategies assume the establishment of a persistent virtual environment for collaboration using Net meeting. That is, that a distributed collaborative environment has been established, effectively networking essential collaborators to a common environment. Within this environment, participating commands and/or teams will establish specific workspaces. These make take the form of buildings, floors and rooms, as previously discussed. These workspaces require a custodian or manager to monitor the configuration and usage of the workspace. We have called this individual a ‘session manager. ‘ The term ‘collaborative session’ refers to the virtual Net meetings that are conducted in this environment. Just as in the physical realm, these collaborative sessions are initiated for a specific purpose and terminated when the desired result has been achieved. 

2.
Roles and Responsibilities.  Prior to initiating any Net meeting collaborative session, the commander should designate specific individuals to take responsibility for the facilitation, control, and recording of the session. While one person might be able to handle all of these responsibilities in a very small group of collaborators, the duties of each normally require 2-3 people to manage effectively.

a.
The Virtual Team Leader is normally the senior member and decision maker present in a collaborative session and usually part of the organization that initiated the session. Since the facilitator’s duties only allow him to administratively coordinate and conduct the session, the real host and driving force behind the session’s purpose, content, and outcome is the team leader. In this capacity, the team leader has the final authority to decide: 

(1) Which organizations are required to participate 

(2)
What will be presented and discussed (agenda) 

(3)
Which member organizations will receive follow-on taskers

(4)
What additional organizations or resources are required

(5)
What session protocols should be in place and enforced

(6)
When sessions will be conducted and tasker suspense dates

b.
If not serving as the facilitator, the Team Leader has several options for inserting himself into the session’s agenda. Depending on his management style, the Team Leader may:

(1)
Take control from the facilitator after the opening role call 



(2)
Avoid distractions, by allowing the facilitator to run the session 



(3)
Make comments as necessary



(4)
Stay in the background and steer the session via private chat or text



(5)
Determine in advance which portions of the agenda he will conduct



(6)
Cut off debate after determining nothing more can be gained

(7) Make decisions at the appropriate times

c.
A Session Facilitator should be identified to present the agenda and lead the discussion to ensure that the desired outcome is achieved. He should:

(1)
Schedule the session and ensure all desired participants are notified and acknowledge receipt of such notification

(2)
Check with the session manager to ensure the collaborative workspace is properly configured to facilitate participation

d.
A Session Manager may be responsible for the configuration management of the command’s collaborative workspace and should monitor collaborative sessions to ensure the participants functional needs are being met. This individual doesn’t necessarily have to be a systems administrator, but should work closely with the system administrator(s) responsible for the network/tools.

e.
A Session Recorder is needed to ensure that all critical information, discussions and decisions resulting from the collaboration are successfully documented in a manner that satisfies the needs of senior leadership and participating collaborators.

f.
All other Session Participants have a responsibility to prepare for the session and follow established protocols and procedures during the conduct of the session. They should:

(1)
Establish and maintain access to the collaborative environment. This may mean establishing a user profile, including a login name and password.

(2)
Confirm attendance and availability

(3)
Log in

(4)
Conduct a communications check prior to the session

(5)
Open common tools/applications on the his/her desktop and arrange them in a manner that is easy to navigate

3.
Initiating a Net meeting session.  A Net meeting session may be initiated by any commander who has the capability and the need to do so. Multiple Net meeting sessions occurring simultaneously within the same collaborative environment is typical. 

4.
Conducting a Net meeting Collaborative Session requires the development of new skills to maintain control of not just the meeting content and direction but also its associated collaborative tools.  A number of protocols must be established and enforced in order to conduct a successful collaborative session. These protocols become more important as the number of invited participants increases. The following sample session format and participation protocols may help.

a. Conduct an opening roll call - At the announced time, the facilitator will begin the meeting with a roll call to ensure all invited participants are present per the naming convention provided in the table above. If a participant is believed not to be on-line someone should contact them to resolve the problem. The facilitator will also monitor the Sign-in and Session Minutes Log located on the text tool and encourages participants to continue to sign-in until he takes over control and gives it to the session recorders to capture the session minutes. 

b. Define the session purpose - Next, the facilitator establishes the purpose of the session. He must highlight the purpose of the meeting, scheduled issues, current updates, etc.

c. Assess feedback - Ask questions to ensure information is being received correctly.

d. Monitor the Text Tool - Provides instructions to the session recorders to ensure accurate capture of critical information, to include any formal taskers.

e. Conduct a closing roll call – Give everyone a final opportunity to voice their opinions, share new information, and ask questions before closing the session. Announce the next meeting and review the suspense.

5.
Conducting Briefings.  When an application using room metaphors is used, there are two options for conducting a briefing in the rooms. The first option is to place a copy of the briefing in the room’s file cabinet and instruct each participant to open the briefing on their desktop. The briefer keeps the presentation synced by announcing the number or title of the slide he is currently addressing. The second option is to use the whiteboard. This work around requires advanced preparation on the part of the presenter and is only used when one or more session participants do not have the same presentation software i.e. not all have MS PowerPoint. As a result, the presenter must save each briefing slide as an individual whiteboard in the designated meeting room. During the course of the briefing, the presenter will open each whiteboard for the entire audience. In both cases, the briefer should pause from time to time and solicit feedback that he is maintaining an acceptable pace, is audible, and to open himself to any questions.

F. E-Mail and Phone.  E-mail addresses and phone numbers will be included on the CTF home page for each CTF staff section and each component.  Component and CTF Directors of Communications are responsible for updating and maintaining the listings.  The listings should be depicted on a functional organization chart as well as directory listing, and will include billet title, name of billet holder, phone number, and e-mail address.  (See Annex H for e-mail standard naming convention)  MS Outlook has three levels of importance that can be assigned to an e-mail:  High, Normal, or Low.  The following standards will be used for assigning level of importance.

1. Normal (default).  Normal operational information requiring timely handling and response.

2. High.  High priority information requiring immediate attention or response.  A watch officer or staff principal can only assign high importance.  Remember that just because an e-mail is sent, does not mean the recipient has received or read the information.  High priority information must be tracked and verified to ensure receipt by appropriate personnel.  

3. Low.  Low priority will be assigned to administrative information and other issues that can be read and handled when convenient.
G. Newsgroups.  Use of newsgroups is waning, with greater reliance on specific web sites to host information on specific topic areas and activities. The CTF should not develop news groups for information flow. The USCINCPAC Crisis Action Page monitors and provides access to about 200 existing news groups, which are accessible by the CTF if additional details and data trails on subject areas are needed.

1.
Public Folders. The CTF employs public folders for the sharing and dissemination of information.  Most types of information can be posted as “articles” or hyperlinked to source files.  Public folders responsibilities:

a.
The C6 is responsible for constructing public folders.  This responsibility includes the creation and deletion of public folders.

b.  Each staff section is responsible for managing their particular public folders.

c.  The directorate information managers must continuously monitor the Command’s public folders to ensure valid and appropriate information is posted.

d.  Each requesting staff section must establish and publish a logical and comprehensive structure of sub-groups that will foster discussion and publication of relevant information.

e.  For information or support regarding public folders, contact the IMO.

2.
Shared Files.  A shared files directory is intended for internal use.  The directorates are responsible for their directories on the shared files drive.  The shared files drive is for information staff sections desire to maintain for internal use only.  If a document management system is available shared file will be virtually unnecessary.

3.  Document management. Document management allows multiple personnel to collaborate asynchronously on shared documents and see changes that others have made.  This ensures that when done everyone has worked on the same document.


a.  C6 will establish the necessary capability


b.  IM will manage the structure and documents

H. Text Chat (public and private)  
e. Public Text Chat allows users to carry on an interactive text dialogue with selective individuals. Moreover, by saving periodic screen captures of the Place Ware Chat window on the whiteboard, a record of the discussion can be compiled and saved to the room's filing cabinet for future reference. Private Text Chat (one on one) can also be conducted as a side bar without interrupting a group session.  A final point - although Text Chat is the least preferred method for communication by collaborative groups, it becomes a critical tool when audio fails. 

2.
If desired, the facilitator should designate a recorder to capture session minutes and associated takers.

a. To preclude erasure of the text chat information, save the text tool periodically during the session. 

b. Facilitators should remind individuals to ask permission to use the text tool and to never click-on the "File" icon on the button bar at the top of the text tool menu box. Once the clear button is selected all information is permanently erased.

c. To maintain awareness, each participant should have the text tool opened on their screen desktop so they can monitor the session’s progress.

I. Web Sites and Web Pages
1. A well-organized web site assembles vital information, organizes it in a logical sequence, and delivers it efficiently. The CTF HQ, staff directorates, components, and supporting agencies should develop and maintain their own web pages for the site. Information on these web pages should include, but not be restricted to, important updates, status reports, common staff products, and current activities. 

2. The CTF should organize the web sites around a master "CTF Home Page". The CTF home page or "front door" (or portal as referred to on Internet sites) sits at the top of the CTF web site acting as a point of entry into the site. Its serves as the "main entrance" point into the CTF network. Each major element or unit of the CTF should have a mini-home page with direct links back to the CTF home page. 

3. Users directly access CTF site pages via a WWW universal reference locator (URL) address. Therefore, the CTF must design the web site so users (at every site with a web browser) can quickly navigate regardless of where they enter the site. Ease of navigation, via links from any point on the site is important. All CTF web pages should include a basic set of links logically connecting them to other web pages on the site.

J. Audio (group and private).  A primary tool, group audio enables members to quickly express ideas in real time, thereby directly speeding up the coordination process. Similar to a telephone conference call, the group audio features allows users to simultaneously view and discuss information located in the room's filing cabinet, text tool, and whiteboard. It also provides a large number of participants located at either individual or shared workstations a means to conduct group discussions and to exchange and share ideas and data. In large collaboration sessions a facilitator may be required to enforce session protocols in order to minimize participants from talking over one another. The facilitator can also help to manage the sharing of various collaborative tools. Another capability is the ability to conduct private audio chat (one on one) with a selected individual without interrupting the group audio session.

K. Video.  Due to bandwidth restrictions, video is not normally used as a primary collaborative tool. Its use must be coordinated closely between the IM and the CTF-CCC to limit other data exchanges during the period of video usage. 

L. VTC.  The primary purpose of VTC capability is to support the CCTF.  The secondary purpose is to facilitate the transfer of critical and essential information between higher headquarters and subordinate commanders and staffs.  The Supported Strategic Commander and CCTF battle rhythm will normally dictate the scheduled use of VTC.
1.  Types of CTF VTCs

 a.
General Service (GenSer), with security up to MNF Releasable or SECRET.  This is the primary means of VTC between components and the CTF HQ for non-Special Compartmented Information (SCI) up to SECRET.  

b. Special Intelligence Systems:  Special access intelligence systems may have supportive VTC systems for special CTF missions (Special Opns, etc).  The specific systems that will be used are situationaly dependent and be based upon strict releasability guidelines among nations. 

2.  
Procedures

a.
GenSer VTC scheduling is the responsibility of the CTF C3.  The CCTF is the primary and priority user of the system.  Components and Staff Directorates desiring to schedule a GenSer VTC will submit their requests to the CTF C3 VTC scheduler.  The IMO will post a daily VTC schedule as part of the Battle Rhythm on the home page and indicate Command-level VTCs on the CTF Battle Rhythm.  Priority for GenSer VTCs will be:


(1)
CTF Commander-directed VTCs


(2)
Scheduled CTF VTCs


(3) 
Component Commander-requested VTCs (e.g., to LNOs or other Component Commanders)


(4)
CTF HQ Staff-requested VTCs

(5) Other requested VTCs

b.
Special Intelligence Systems scheduling is the responsibility of the CTF HQ CISE Director, and its use shall be coordinated through the CISE Director.  Prioritization is the same as for the GenSer VTCs.

3.  Visual aids are encouraged for CTF VTCs.  Visual aids must be concise and readable to the viewers. FAX or e-mail visual aids to all VTC participants prior to the VTC, or post on the web for access by the VTC participants.  Color and quality of visual aids shown via VTC, so the following guidelines apply for visual aids on VTCs.


a.
Text on slides should be upper and lower case.


b.
Slides should use no smaller than 28 points font text


c.
Pure black and white should be used when possible, for contrast and legibility.


d.
Graphics should be as simple as possible.


e. 
Visual aids that are classified should have proper classification markings.


f.
Display no more than five lines of text per slide.


g.
Mark each brief with date it was presented.

4.  Security.  Because of the range of security classifications of information that can be passed during the VTCs, each command is responsible to ensure that only personnel with appropriate clearance and access attend the VTCs at their site.  Ensure that attendees know the classification of the VTC in advance, so mistakes are not made in releasing information.

M.  Bulletin Board.  The bulletin board is one of the first things a member sees when he enters a room. As such, it is a great place to post short notes announcing future meetings, locations of newly posted information to the filing cabinet, current availability or location of team members, and time changes.

N.  Filing Cabinet 

1. The filing cabinet is the primary location for saving and sharing documents with any environment member that has access privileges. Each cabinet has a hierarchical folder structure that is limited to a maximum of ten primaries or tier one folders. From here, capacity can be expanded indefinitely by highlighting any primary folder to create up to ten additional sub or tier two folders. In turn, ten more folders can be created under each succeeding tiered level.

2. Since the filing cabinet operates in much the same manner as Windows Explorer, members should already be familiar with the function keys (i.e., save, copy, transfer, and delete). However, there are two powerful filing cabinet features worthwhile mentioning, the first of which is meta tagging. This feature allows users to expedite future document searches and retrievals if they list several key words when saving the original document. The second feature is the capability to quickly insert new documents or make changes to any resident document without leaving the environment.

O. Text Tool 

1. This interactive tool is currently being used during collaborative sessions to capture text input on the Sign-in and Session Minutes Log. The following description is intended to serve as an example to stimulate and expand the tool's potential uses:

2. Prior to the start of a session the team leader or facilitator places a copy of the Sign-in and Session Minutes Log template on the room's text tool so participants can sign-in. Once the session begins, the facilitator takes charge of the tool so the designated recorders can capture session minutes and associated tasks in real-time.  During the session, each participant should have the text tool opened on their screen desktop so they can monitor the session's progress. This also gives participants the opportunity to request changes to the evolving document thereby insuring correctness and clarity. At the conclusion of the session, the completed Sign-in and Session Minutes Log is saved to the Session Minute Folder, located in the room's filing cabinet for future reference. 

P. Whiteboard.  The Whiteboard is a great tool to collectively work on problems and discuss issues. It is the primary tool to share a common view of PowerPoint slides, maps, imagery, etc. However, the real power of the whiteboard is that any monitor screen, regardless of the program, application, web site, etc., can be "captured" and saved to the whiteboard for group viewing and annotation. Please note, the effectiveness of this tool depends on how well the facilitator can maintain control of the interactive function (i.e., use of colors to determine users, only one user at a time, periodic screen saves to protect loss). 

Q. Application Sharing

1. Application sharing is one of the most powerful tools in a collaborative environment. 

2. Application sharing is opening a PowerPoint presentation, excel spreadsheet, word document, or ANY other application and allowing others to access your computer and make changes directly and in real time.

3. You do not have to have the application loaded on your computer. Whoever shares the application is giving the other team members direct access to their computer and the application being shared. In other words, even if you don’t have PowerPoint on your computer, it will appear as if you have it and you’ll be sharing it with whoever gave you access.

4. This is an incredible tool that can breach problems with platform compatibility. As long as you have an Internet browser, you can use software applications that are on other computers. No need to download extra programs.

R.  Document Management - Document management allows multiple personnel to collaborate asynchronously on shared documents and see changes that others have made.  This ensures that when done everyone has worked on the same document.


1.  C6 will establish the necessary capability


2.  IM will manage the structure and documents

Q.  Summary.  Using the techniques and strategies in this annex will not make you an expert in collaborative planning, process, and execution. The techniques are not confined to any one collaborative tool. The majority of these techniques and strategies will support any collaborative tool that the organization chooses. Collaboration is done every day and as technology provides more reliable tools it will only increase.

Annex G

SYSTEM PROTECTION PROCEDURES

Chapter C-7   INFORMATION MANAGEMENT

A. General. This annex provides policy and guidance for the consistent and effective protection of information systems, and principles of security as they relate to computer-based systems that handle classified and sensitive unclassified information. 

The overriding objective is to ensure the availability of reliable information and automated support required to meet the mission by adequately protecting all C4I systems, networks, and computer resources against accidental or intentional destruction, unauthorized disclosure, denial of service, and unauthorized modification. 

This objective can be met by ensuring that countermeasures provided by physical, administrative, and operational procedures, personnel, communications, hardware and software, and data security elements are collectively adequate to protect against such events as material hazards, fire, misuse, espionage, sabotage, or malicious acts. Each site will take such action as necessary to ensure that the minimum requirements are satisfied.

1. Individual Accountability.  Access to C4I systems, networks and other computer resources will be controlled and monitored to ensure that each person having access can be identified and held accountable for their actions. This includes military, Department of Defense civilian employees, allied or coalition forces and civilian contractors.

2. Physical Control.  Intelligence systems and other computer resources will be physically protected against damage and unauthorized access.

3. Data Integrity. Each database or collection of data elements in a C4I system will have an identifiable origin and use. Its use, backup, accessibility, maintenance, movement, and disposition will be governed on the basis of classification, sensitivity, type of data, need-to-know and other restrictions as applicable.

4. Marking. Permanent output will be marked to accurately reflect the sensitivity of the information. The marking may be automated or may be done manually. All users must ensure they properly mark all documents with the appropriate classification level. Header and footer markings should be included as well as paragraph markings, even though some viewers do not display header and footer text. Do not rely solely on header and footer comments for proper marking of electronic documents. Computer Disk Classification diskettes will be labeled with the appropriate operational classification.  MNF Releasable documents and disk will be labeled with this classification.  

5. Classified Destruction. Classified documents and other material shall be retained only if they are required for effective and efficient operation of the organization or if law or regulation requires their retention. Documents that are no longer required for operational purposes shall be disposed of in accordance with the agreed upon multinational procedures. Material that has been identified for destruction shall continue to be protected as appropriate for its classification until it is actually destroyed. 

a.  Destruction of classified documents and material shall be accomplished by means that eliminate risk of reconstruction of the classified information they contain. Crosscut shredders are the preferred method of destroying classified information. If authorized shredders are not available, burn bags will be used. Burn bags should be placed throughout the unit workspace, with particular attention to areas that include printers and copiers. 

b.  Users must be cognizant of the potential for the adversary to piece together the mission of the unit and concept of operations from the minor or seemingly insignificant revelations concerning organizational or unit plans and intent. Dispose of unneeded written materials via an authorized shredder or disposed or disposed of the information by placing it in a burn bag. When burn bags are used for the collection of classified material that is to be destroyed at central destruction facilities, such bags shall be controlled in a manner designed to minimize the possibility of their unauthorized removal and the authorized removal of their classified contents prior to actual destruction. 

c.  When filled, burn bags shall be sealed in a manner that will facilitate the detection of any tampering with the bag. Sealed bags must be marked with an office symbol and the highest classification of the information contained therein. 

d.  Records of destruction may be established within the CTF command if the CCTF deems this is required.  Agreements on the destruction of foreign government Secret Material (should require two signatures on the record of destruction) needs to be established upon activation of the CTF. Records of destruction are not necessary for confidential material or MNF Releasable unless required by the originator (or participating nations in the CTF). Any questions regarding classified destruction should be referred to the C2 releasiblity office / security manager for classified documents.  

6. Access. Each C4I system will have an access control policy, which includes features, or procedures to enforce the access control policy or protect the information contained within the specific system. The identity of each user authorized access to the C4I system will be positively established prior to authorizing access. The Security Manager establishes procedures to verify security clearances for assigned and augmentation personnel. The number of people granted access to classified information shall be maintained to a "need to know" basis that is consistent with operational requirements and requirements. The final responsibility for granting the appropriate security clearance by proper authority, rests upon the individual who has authorized possession, knowledge, or control of the information and not upon the prospective recipient. Cleared personnel are not permitted access to classified information and information systems until briefed on Information Management and security procedures. 

7. Network/Communications Links. All communications circuits will be secured per the communications security procedures established by the ACOS G-6 and the Designated Approval Authority.

8. Contingency Planning. Each staff section will develop and test a contingency plan, addressing both automated and manual backup systems, to provide for the continuation of its mission during abnormal operating conditions.

9. Internal Security Mechanisms. After the system becomes operational, software and files providing internal security controls, passwords or audit trails will be safeguarded at the highest levels of data contained in the C4I system, network or computer resource. Access to internal security mechanisms will be controlled on a strict need-to-know basis.

10. Passwords. Default passwords may only be used for training. To help protect the network from information attacks, passwords will be changed for each operation or deployment and as directed. Passwords will be safeguarded at the classification level equal to the highest level of information available on the system. Passwords will be a combination of lower and upper case letters, numbers, and special characters.

11. Access Warning. Warning against unauthorized access will be displayed, physically or electronically, on all visual display devices, cathode ray tubes or other input/output devices upon initial connection, log-on or system startup of all computer systems (direct or remote access). CTF C4I systems operating in the dedicated and system high security mode may use printed labels conspicuously applied to the operator-visible components stating the highest level of classified information allowed on that component.

B. Risk Mitigation Plan.  Make full use of both wide area and local area technologies for information redundancy.
1.
Wide Area Redundancy:  Use real-time replication and mirroring technologies to ensure multiple copies of identical mission-critical information exist for forces to access.  Loss of a single node must not result in a loss of information for the entire force.  Local disaster recovery plans should address shifting to redundant nodes.  Replication strategies that update only the changes to information sets have the added benefit of preserving bandwidth in the wide area network (WAN).

2.
Local area:  Use RAID devices and redundant power supplies in mission-critical servers and workstations (such as targeting, command center display, etc).  Loss of a single hard disk or power supply must not result in loss of the critical function.
C. Viruses. Viruses (malicious code) can be introduced from outside or within the CTF. Viruses in attachments are not currently intercepted by server-based anti-virus software. Only after an attachment has been "saved as" (decrypted) can virus scanning take place. In general, individuals can check for viruses on their workstation by turning their workstations off and on at each shift change if up-to-date anti-virus software is loaded. Users will scan all attachments after saving. Viruses in the CTF environment reside in three tiers: server, networked workstations, and diskettes. All members of the CTF will use available anti virus software and comply with the following procedures:

1. The first tier of virus detection and elimination is at the server level. At this level, the server is networked, shared drive is scanned for viruses on an automatic basis. The server level is handled by the network system administrator and is transparent to the user. The CTF Server runs the anti-virus software periodically to identify any infected files placed on the shared drive. The C6 is responsible for server protection. Unfortunately, servers are also susceptible to infection by viruses. Some viruses can bypass server protection entirely. With the advent of viruses that attach to non-executable files (e.g., the Word Concept virus), a user can unknowingly unleash a virus hidden in a simple text file attached to EMAIL. Only after the attachment has been "saved as" (and hence decrypted) to a hard disk can virus scanning take place. 

2. The second tier of defense is the desktop workstation. At this level, the user accomplishes virus detection and elimination by initiating virus detection software. All workstations should have anti-virus software that runs when the user boots up to the system or when the user runs the software to perform a virus check on a hard disk or floppy disk. Individuals check for viruses on the local drive by "cold booting" their workstations off and on at a Shift Change. When the computer is turned on, virus detection software automatically runs on the workstation to detect a virus. The computer locks up if a virus is detected. To unlock the computer the user should contact the designated Help Desk. Combat operations runs twenty-four hours a day--virus detection and anti-virus software must be initiated daily (minimum). Users should initiate a virus check at the start of each shift. 

3. The third tier of virus detection and elimination is diskettes.  Diskettes act as hosts for the virus to travel from machine to machine. Unless you know otherwise, assume diskettes are infected. As with the desktop workstation, the user is responsible for the virus detection software to scan diskettes for infection. Always scan diskettes before use. The CTF C6 should establish a base anti-virus software for all computers used in the CTF command and for computers on the CTF LANs in order for users to check files downloaded from newsgroups or e-mail. Many liaison officers will bring their own laptop computers to the CTF. These computers will be scanned and certified as clean by the CTF C6 before being connected to a CTF network.

D. Environmental Protection

1. Weather. All appropriate care should be taken to ensure that critical C4I systems are protected from the effects of temperature, humidity, moisture, and other destructive weather.

2. Adverse Climate. This includes dust and the requirement to properly encase computer equipment during transport.

3. Power. Ensure the power used to operate critical C4I systems meet the manufacturer specifications as closely as possible. With the ever-greater reliance on commercial off-the-shelf equipment, this requirement for properly conditioned power cannot be understated. Uninterruptible power supplies (UPS) will be used whenever possible. Purchase of these UPS should be a Lead Nation responsibility or be a Shared Funding responsibility (see Chap 11, Funding Officer).  At a minimum, good quality surge protectors are required for CTF operations. Operation aboard ship requires special surge protectors that must be certified by the ship’s Damage Control Central. 

4. Cleaning. All C4I Systems are susceptible to failure from excess dust or moisture. Regular cleaning using vacuums and/or canned air will reduce the likelihood of failure.

5. RESTORATION PRIORITIES. The methodology is based on redundant systems that provides the CCTF with a flexible system capable of providing continuous support in the event the primary site was taken off-line. The methodology also takes into account the possibility of degradation of systems over time, destructive weather, or any other environmental detriments.  The specific systems for each priority designation below will be established by the CTF C6 upon CTF activation.

a. Priority I Systems. Priority I Systems are those systems critical to the accomplishment of the mission. 

b. Priority II Systems. Priority II Systems are those systems whose failure will cause degradation in the ability of the units to accomplish the mission. 

Priority III Systems. Priority III Systems are those systems whose failure or degradation causes annoyance, adds to friction or hinders the decision making process. CTF Priority III Systems are NIPRNET and Facsimile.

Annex H

STANDARD NAMING CONVENTIONS

Chapter C-7   INFORMATION MANAGEMENT

A. General. Upon activation of the CTF, a listing of standard naming conventions within the CTF Headquarters, and between the CTF and its components and higher headquarters commanders and staffs will be established, This will assist in the exchange of information and when using collaborative tools.
B.  Example.  Examples of such standard naming conventions are noted below "for example purposes only".  The exact mix and conventions used will be dependant on coordination among participating nations upon CTF activation
	PRIVATE

	CTF NAMING MATRIX
	

	
	
	

	
	
	

	      ORGANIZATION
	E-MAIL NAMING
	COLLABORATION NAMING

	CTF COMMANDER 
	CTFCDR00
	CTFCDR

	CTF CHIEF OF STAFF
	CTFCOS00
	CTFCOS

	COC DIRECTOR 
	CTFCOCDR
	CTFCOCDR

	INFO MGR
	CTFIM000
	CTFIM

	CTF C1
	CTFC1000
	CTFC1

	CTF C2
	CTFC2000
	CTFC2

	CTF C3
	CTFC3000
	CTFC3

	CTF C4
	CTFC4000
	CTFC4

	CTF C5
	CTFC5000
	CTFC5

	CTF C6
	CTFC6000
	CTFC6

	CTF CMOC 
	CTFCMOC0
	CTFCMOC

	CTF CIMB
	CTFcIMB0
	CTFCIMB

	CTF CPRC
	CTFCPRC0
	CTFCPRC

	CTF CISE
	CTFJISE0
	CTFJISE

	CTF CTCB
	CTFJTCB0
	CTFJTCB

	CTF I/O CELL
	CTFIO000
	CTFIO

	CTF COALITION / COMBINED  FIRES
	CTFFIRES
	CTFFIRES

	CTF CTF-CC
	CTF-CC0
	CTF-CC

	CTF ROE CELL
	CTFROE00
	CTFROE

	CTF CPG (C5 Plans)
	CTFCPGC5P00
	CTFCPGC5PLANS

	CTF CPG (C3 FOPS)
	CTFCPGC3FOPS00
	CTFC3FOPS

	
	
	

	
	
	

	
	
	

	
	
	


Information Format


Sight is the most used human sense.  75% of all environmental stimuli is received through visual retention.  Retention rate of graphic presentations is four times that of verbal presentations.





Create a public folder for CCIRs and PIRs; publicize its exact location and URL on the web site.
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 ~~ Commanders Intent and Guidance ~~





Right Decisions at the right time  





Note:  This chapter will refer to "specific software" and "specific collaboration systems".  This IS NOT PRESCRIPTIVE in nature; rather, these are offered as start points for consideration in establishing collaborative coordination and planning systems.  Many software / hardware based collaboration systems are becoming "common and standardized" in the civilian and military informational technology fields.  It is very possible that different versions, or even different systems will be used by the CTF.  The key point of this Annex is that in the end, a simple web-based collaboration system should be used within the CTF to increase the effectiveness and efficiencies of the CTF planning and coordination .  This Annex provides clear templates for achieving this goal.
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Lists key events that have significant impacts upon the Commander / Deputies time, the Hqs time, and outlines critical coordination and planning activities.
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So far, we have seen how these tools can support Current Operations.  But let's take a look at how these systems can support Collaborative Planning.  (Next Slide)

-Using C2PC we can graphically describe the Battle Space Area Evaluation...next slide...and then describe that information through the use of TEXT...next slide...maintaining a CTP...next slide...and use current technologies, such as MS Outlook to process critical and relevant information.



-The next six slides will demonstrate how we can use C4I technologies and commonly understood procedures to support the Marine Corps Planning Process.



...(Next Slide).
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